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1 Collect

Use this application for collecting your custodian's data through different sources. Start by setting up Collect as an
application within your data source. For information on registering an app, see the source's documentation on their
website. Once registered, start adding custodians, data sources, and targets to Collect. Once connected, start the
collect job and begin collecting data from custodians.

Note: This document covers the Microsoft 365 source.

1.1 Data sources

In Collect, you can collect data from a variety of data sources. For more information, see Data sources on page 18.

e Cellebrite—collect data from Cellebrite. For more information, see Cellebrite data source on page 20.

e ChatGPT Enterprise—collect data from ChatGPT Enterprise. For more information, see ChatGPT Enterprise
data source on page 26.

e Claude—select to collect from Anthropic's Claude. For more information on specific fields and settings, see
Claude on page 30.

¢ Microsoft 365—collect documents from a custodian's OneDrive account, a custodian's Outlook mailbox, inact-
ive mailbox, calendar, and contacts list, a custodian's Team account, and SharePoint sites.
e You can collect chats from Teams directly into Relativity aiR Government. Teams is collect as RSMF
files. For more information on short messages, see the Relativity User site.

 This data source requires application setup before you can add it as a data source in Collect. For more
information, see Microsoft 365 setup.

Notes: Depending on your Relativity aiR license, your Microsoft tenant might be Microsoft 365 or
Microsoft 365 Government. When using Microsoft 365 Government, all fields, workflows, and pro-
cesses will be the same. The only difference will be the Microsoft 365 source icon you select when set-
ting up a data source or creating a collection.

1.2 Commercial and Government support

There are no other limitations compared to Relativity aiR commercial instances aside from data source connector
availability.

Use the following table to see available connectors in Relativity aiR Government instances compared to commercial
instances.

Note: Inactive mailbox, and Inactive OneDrive for Government is currently only supported for customers in
Microsoft GCC tenants.

2 Installing Collect

You can install Collect in a workspace by using the functionality available through the Application Deployment System
(ADS). This system provides you with the option to install Collect by selecting it from the list of existing applications in
the Application Library tab or by importing it from an external application file.

To install Collect, install Collect from the Application Library tab and, if required, enable access for the data source.

Relativity ar Collect - Microsoft 365 10



Confirm that you have the appropriate system admin permissions to install an application. For more information, see
Workspace security on the Relativity aiR documentation site.

2.1 System requirements for Collect

Collect uses the ADS framework, so you install it as an application within a Relativity instance. Consequently, Collect
has the same system requirements as Relativity aiR. For Relativity aiR's system requirements, see System
Requirements on the Relativity aiR Documentation site.

2.2 Installing Collect

Collect is compatible with Relativity aiR. See Getting started in Relativity aiR on the Documentation site for
requirements.

For a Collect-only installation, you do not need the following pre-requisities:

e Analytics server setup

» Database server for processing or native imaging

» Worker server for processing or native imaging

» Obtaining applications for native imaging and processing

Because Collect uses the ADS framework, you can install through the Relativity Application tab from the library. See
Installing Collect from the application library below.

Note: You configure security permissions on Collect just as you would for any other Relativity application. For more
information, see Workspace security on the Relativity aiR documentation site.

2.2.1 Installing Collect from the application library

If Collect is in the application library, you can install it to the current workspace. Confirm that you have the appropriate
system admin permissions to install an application. For more information, see Workspace security on the Relativity
aiR Documentation site.

Note: Analytics, Case Dynamics, Collect, Legal Hold, and Processing all share the Entity object. You may be
prompted to complete additional steps to unlock and resolve conflicts of the listed applications in order to complete
installation. For information, see Troubleshooting application installation errors on the Relativity aiR documentation
site.

Use the following procedure to install Collect from the application library:

1. Navigate to the workspace where you want to install the application.

2. Navigate to the Application Admin tab.

3. Click New Relativity Application to display an application form.

4. Click the Select from Application Library radio button in the Application Type section.

6. Select Collect on the Select Library Application dialog. This dialog only displays applications added to the
Application Library. If Collect is not included in the list, see the Installing applications topic.

o

Click the ellipses button in the Choose from Application Library field.

7. Click Ok to display the application in the Choose from Application Library field. The application form also dis-
plays the following fields:

Relativity ar Collect - Microsoft 365 1



» Version—displays the version of the application that you are installing.
e User-friendly URL—displays a user-friendly version of the application's URL. This field may be blank.
e Application Artifacts—displays object types and other application components.
e Map Fields—there are no fields available in Collect for mapping.
8. Click Import to install Collect into the workspace.

9. Review the import status of the application. Verify that the install was successful or resolve errors.

2.3 Permissions to run Collect

The following security permissions are required to run and complete the collection process:

Note: Feature Permissions provide an alternative to Relativity's security management by shifting the focus from
Object Types and Tab Visibility to feature-based permissions. This method is an alternative option. Any feature-spe-
cific permissions information already in this and other topics is still applicable. The Feature Permissions interface
enables administrators to manage permissions at the feature level, offering a more intuitive experience. By viewing
granular permissions associated with each feature, administrators can ensure comprehensive control, ultimately
reducing complexity and minimizing errors. For details see Instance-level permissions and Workspace-level per-
missions.

Object Security Tab Visibility Other Set-
tings
Collect Objects: « Collections  None
e Collection — View, Edit, Add e Monitor
¢ Collection Detail Custodian — View, Edit, Add, » Custodian Targets

Delete
e Status Summary

¢ Collection Detail Custodian Target — View, ]
Edit, Add, Delete ¢ Custodial Target Status

¢ Collection Detail Custodian Target Result — * Non-Custodial Target Status

View, Edit, Add, Delete « Entities (only needed if user must

¢ Collection Detail Noncustodial Source — View, see Entities)

Edit, Add, Delete e Any processing tabs (only needed

¢ Collection Detail Noncustodial Target — View, if user will access Processing)

Edit, Add, Delete

¢ Collection Detail Request — View, Edit, Add,
Delete

¢ Collection Detail Source Instance — View, Edit,
Add, Delete

¢ Collection Detail Source Type — View, Edit,
Add, Delete

¢ Collection Detail Summary — View, Edit, Add,
Delete

¢ Collection Matter — View, Edit, Add
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Object Security

Tab Visibility

Other Set-
tings

Collection Run — View, Edit, Add
Collection Source Instance — View
Collection Source Instance Parameter — View

Collection Source Target Parameter Instance
— View

Collection Source Target Parameter Type —
View

Collection Source Type — View
Collection Source Type Criteria— View

Collection Source Type Criteria Validator —
View

Collection Source Type OAuth Definition —
View

Custodian Target — View, Edit, Add, Delete

Custodian Target Generation Error — View,
Edit, Add, Delete

Entity — only View, unless user needs to manage
Entities in which case include Edit, Add

Noncustodial Data Source Instance — View,
Edit, Add, Delete

Noncustodial Target Generation Error — View,
Edit, Add, Delete

Objects required for integrated Processing functionality:

Folder — View, Edit, Add

Processing Data Source — View, Edit, Add
Processing Error — View, Edit, Add
Processing Profile — View, Edit, Add
Processing Set — View, Edit, Add
Relativity Time Zone — View, Edit, Add

2.4 Uninstalling the application

If you need to remove the Collect application from your workspace, contact Relativity Support.

Relativity aR
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3 Matters

In Collect, a matter represents a legal action or case requiring you to collect electronic data from sources such as
Microsoft 365. Matters can be used to group multiple related collection jobs.

You manage matters that are associated with a collection. You can create each of these items on their respective
tabs, or you can create them when you add a new collection.

Note: Matters created from Home aren't available for use in Collect nor listed on the Matters tab in this application.
Additionally, the matters created on this tab are only available for use in Collect.

3.1 Creating a matter

Use the following procedure to create a matter that you can associate with a collection:

1. Navigate to the Matters tab. Collect displays a list of the active matters currently available to this application.
2. Click New Collection Matter.

3. Complete the fields in the Matter Details layout. See Matter Details layout fields below.

4. Click Save. Collect displays the matter details. See Viewing or editing matter details on the next page.

You can also create a matter when you add a new collection. Click the Add link next to the Matter field in the Collection
layout. See Creating a collection on page 107.

3.2 Matter Details layout fields

The Matter Details layout contains the following fields:

* Name—the name of the matter.
¢ Number—the number you assign to the matter for reporting purposes.

o Status—the status you assign to the matter for reporting purposes. Select an existing status from the drop-
down menu or click Add to define a new one. Existing statuses include Active and Closed.

Note: Assigning a status of Closed to a matter hides it from the Active Collect view on the Collect tab.

e Primary Contact—the name of an individual who handles communications related to the matter.

» Description—the description of the matter used for reporting purposes. Click Edit to display an HTML text
editor where you can enter the description.

Relativity ar Collect - Microsoft 365 14
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3.3 Viewing or editing matter details

Display the matter details by clicking the name of a matter on the Matters tab. Collect also displays these details
immediately after you add a new matter. You can use the buttons at the top of the page to edit, delete, or perform other
tasks with the matter.

The details page includes the following sections:

e Matters Details—lists the name, number, status, primary contact and description of the matter.

e Collect—lists all collections associated with the matter. You can also perform the following tasks in this section:

» Associate the matter with a new collection—to create a new collection, click New. See Creating a col-
lection on page 107.

¢ Remove a collection from Relativity—click Delete to display a pop-up window. To view child objects
and associated objects, click Dependencies.

* Modify collection details—-click the Edit link for a collection. To modify the matter, click the Edit button
at the top of the page.

» Display the collection details—click the name of the collection.
4 Custodian targets

In Collect, you manage custodians that have an associated data source. The custodian target is the combination of a
custodian and data source. It is an endpoint from which Collect can connect to and collect from. For example, a
custodian's Microsoft Outlook account is a custodian target.

To collect from custodians, entities either have to already exist, be created, or be imported in Relativity. The custodian
and their primary email address must also be associated to the data source. When the primary email address field for
a custodian is present, Collect automatically generates the required targets for each data source while setting up a
collection job.

Note: Custodian targets are automatically generated based on the primary email address in the Entity record for the
Microsoft 365 data source. Custodian targets can still be generated manually. The auto-generation of targets is
based on the custodian's email address. For more information, see Creating a custodian target on page 17.
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4.1 Custodians

Once you create an entity in the Collect Custodian view and add it to a collect project, it becomes a custodian.

If a custodian does not exist, you can manually create an entity from the Entities tab. If a custodian does exist, you can
create a custodian target. For more information, see Creating a custodian target.

You can add custodians to Collect at different times throughout the collection process. There are different ways to
populate the entity list including using Integration Points, Import/Export, or manually. For more information, see
Integration Points and Import/Export. To manually create a new custodian, follow the steps below:

1. Navigate to the Entities tab.

2. Click New Entity on the Custodians tab.

3. Select the Collection History layout from the drop-down menu and complete the fields. See Fields below.
4

. Click Save.

Note: When creating a custodian from Legal Hold, the Custodians - Legal Hold View is selected by default. If
Collection or Processing is also installed in the same workspace, you can view the Custodians - Processing View
or Custodians - Collection View.

Collect Custodian

Type"® '® Peérson

Other
Manage
First Name
Last Name
Email

4.2 Fields

When creating an entity, the Collection Custodian layout provides the following fields and others. To successfully
create a collect entity, at a minimum, complete the following fields:

e Custodian Type (Required)—select one of the following:
* Person—select this option to enter first and last name of the individual acting as custodian of the data
you wish to process.
o Other—select this option if the custodian of the data to process is not an individual but is, for example,
just a company name.
e Selecting this option changes the Custodian layout to remove the required First Name and Last
Name fields and instead presents a required Full Name field.

¢ You can also select this option to enter an individual's full name without having that name include a
comma once you export the data associated with it.

» First Name (Required)—the first name of the custodian. This field is only available if you've set the Custodian
Type to Person.
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e Last Name (Required)—the last name of the custodian.
e Thisfield is only available if you've set the Custodian Type to Person.

¢ Full Name—the full name of the custodian of the data you wish to process.
¢ Required when you set the Custodian Type to Other, Organization, or a custom choice type.
¢ When you enter the full name, it does not contain a comma when you export the data associated with it.

» Email (Required)—the email the custodian uses in the target.

e The entity's email is required to connect the entity to a custodian target. The email is not required to save
the entity.

¢ This email address must match the email address within the connected data source.

4.3 Creating a custodian target

You can collect electronic data from custodians who are individuals, or entities, involved in a legal action or case. You
may perform multiple collections from a single custodian.

On the Custodians tab, you can create and edit custodians as well as view their details, associate them with
collections, and perform other tasks. Custodian Targets can also be automatically generated in the Collection
Summary step of the Collect wizard. For more information, see Collection Summary on page 110.

Use the following procedure to create a custodian target that you can associate with a collection:

1. Enter the Name of the custodian target.

2. Click Select to select available custodians. If the custodian does not exist, click Add and complete additional
steps.

3. Click the Data Source drop-down menu to select a data source. For more information Collection data sources,
see Data source types on page 19.

4. Enter the custodian's email address in the Target field.
Custodian Target Information
Name
Entity Salect Add
Data Source -

Target

To avoid duplicate custodians, a custodian with multiple emails, you will need to link a second custodian target to the
same entity. To make a second custodian target for the same entity, you will need to create another target.

In the target, select the same entity. Then, select the other data source and enter the target value. This way you can
have multiple targets, different from the primary email address, for a single entity record.

4.3.1 Generating targets in the wizard

Custodian Targets can also be automatically generated in the Collection Summary step of the Collect wizard. For
more information, see Collection Summary on page 110.

Click Generate Targets to check if targets exist for the custodians you've selected for collection. If the targets do not
exist, Collect creates them based on the email address in the Entity details in each custodian.
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If an invalid custodian target is created manually, the auto-generation of custodian targets does not remove the invalid
custodian target. Remove it manually. Any errored targets display in the Collection Summary step or on the Status
Summary tab.

To delete a custodian target from the Custodians Targets tab, click the data source's checkbox and use the Delete
mass operation.

4.4 Removing custodian targets

To remove any custodian target, first remove the custodian from the collection or collections. You can use the Mass
delete operation to delete collect custodians, also known as entities. For more information, see the Admin Guide.

Trying to delete a custodian target before removing a custodian results in an error.
5 Data sources

A data source allows you to define where and how you pull data from a communication channel. A data source stores
the configuration necessary to retrieve data from a communication channel, process that data, and ingest it into
Collect.

Set up workspace data sources before beginning collections. Data sources are stores of information from which you
collect data. These data sources have parameters that you can set during the creation of a collection job.

Note: Data sources cannot be deleted once it's been run on a collection.

5.1 Creating a collect data source

The Collection Admin tab is where you create, edit, and remove data sources from your workspace. Setup only needs
to be done once for each data source. You must create your data sources prior to setting up your custodian targets.
For more information, see Custodian targets on page 15.

When creating data sources, you can select different types of data sources for obtaining files.

Itis possible to collect Microsoft data placed on a preservation hold through Legal Hold. For more information on
preserving Microsoft 365 data using Legal Hold, see the Legal Hold guide.

Use the following procedure to create a new Collect source instance:

1. Navigate to Collection Admin.
2. Click the New Collection Source Instance button.

3. Do the following:
e Name—enter in a unique name for the data source.

» Type—select the type of data source. For more information, see Data source types on the next page.

Note: Collect automatically collects any data that is preserved due to an in-place hold or litigation hold.
Data on a hold is stored in a preservation library and separate folders. For more information, see
Microsoft Retention Policies.

o Settings—enter the data source-specific settings. For more information on specific fields and settings,
locate your data source topic from Data source types on the next page.

4. Click Save.
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After clicking Save, Relativity verifies the parameters and connectivity to the data source instance. If successful, the
data source is saved. If the connection fails, a message displays indicating that the connection failed. If verification
fails, verify that the values are correct. The data source will save when it is corrected and is verified.

Once the data source is set up, you'll see the data source information on the Collection Admin page.

5.1.1 Third-party vendor

If you are a vendor setting up a data source on behalf of a client, the client does not need access to the Relativity
workspace. You manage the workspace setup on their behalf. The client only needs to provide admin credentials for
their platform to complete the data source setup. The client has two options:

* The platform admin shares their credentials with you directly.
e The client creates a dedicated admin account for you to use.

We recommend completing this step in a screenshare session with the client's admin to avoid sharing credentials
outside of the client's organization.

5.2 Data source types

You can select any of the following data source types for step 3 of Creating a collect data source on the previous page:

Cellebrite—collect data from Cellebrite. For more information, see Cellebrite data source on the next page.

ChatGPT—select to collect data from ChatGPT. For more information on specific fields and settings, see
ChatGPT Enterprise data source on page 26.

e Claude—select to collect from Anthropic's Claude. For more information on specific fields and settings, see
Claude on page 30.

Microsoft 365 Inactive mailbox—Outlook mailboxes become inactive mailboxes when an account is deleted
while under a preservation hold.

* When deleted, Microsoft does not throw the mailbox away. Microsoft keeps it in inactive state until the
related preservation or retention hold is over.

» Relativity can collect these mailboxes.

» For more information on specific fields and settings, see Microsoft 365 - Inactive mailboxes data source
on page 33.

e Microsoft 365 Mailbox—select to collect data from a custodian's primary mailbox, archived online mailbox,
and inactive mailboxes in a single collection job.

e Collect retrieves all mailbox types the Purview API supports for a custodian. You do not need to configure
each mailbox type separately.

« Relativity creates a case in Microsoft Purview, adds the custodian, runs the search, and exports the res-
ults to Collect.

e For more information on specific fields and settings, see Microsoft 365 - Mailboxes data source on page
50

¢ Microsoft 365 OneDrive—select to collect data from OneDrive accounts.
« Unable to collect from inactive employee sites.

e The Graph API does not support access to inactive user accounts.

e For more information on specific fields and settings, see Microsoft 365 - OneDrive data source on page
59.
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e Microsoft 365 Outlook—select to collect data from Microsoft's email application.
¢ You can choose archived mailbox, calendar, contacts, and mailbox.

» For more information on specific fields and settings, see Microsoft 365 - Outlook data source on page 68.

e Microsoft 365 SharePoint—select to collect data from Micrsoft SharePoint sites.

e For more information on specific fields and settings, see Microsoft 365 - SharePoint data source on page
88.
* Microsoft 365 Teams—select to collect data from Microsoft's short-messaging application. This data source is
only available for commercial, Microsoft 365 tenants.
* Requires enhanced licensing (E5) and access to Microsoft Protected APIs.

e For more information on specific fields and settings, see Microsoft 365 - Teams data source on page 96.

6 Cellebrite data source

This topic provides details on how you can remotely capture mobile device messages and attachments from Android
or iOS devices using the Cellebrite data source within Collect.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

Note: The steps below apply whether you are using Cellebrite Endpoint Inspector or Endpoint Mobile Now. Going
forward in this topic, we will simply refer to them as Cellebrite.

6.1 Considerations

Review the list of considerations before starting your collection:

 This functionality is available to Relativity aiR US and UK-based commercial clients. It is not yet available to US
Government clients or those outside the US and UK.

» Cellebrite data source requires separate licensing, configuration, and training through Cellebrite.

e For more information, log in to your account at MyCellebrite.com to download the installation files and
manuals based on which product you are using:

Note: To ensure a successful data collection, be sure that you and the custodian familiarize
yourselves with Cellebrite's documentation, recommendations, and tips for mobile collections before
you begin collecting. Also be sure to review the What's New in Version <#.#> chapter of the Cellebrite
Endpoint Inspector or Endpoint Mobile Now user guides.

e Cellebrite Endpoint Inspector User Guide
e Cellebrite Endpoint Inspector SaaS Communication and Security Guide
e Cellebrite Endpoint Mobile Now User Guide

e The output generated from mobile device collections consists of all short message-type data in Relativity Short
Message Format (RSMF) files.
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e The corresponding Cellebrite Universal Forensic Electronic Device (UFD) file is also uploaded to your
StagingArea.

* An example of a UFD file is a forensic image.

» UFD files cannot be processed. However, they are made available if you need the UFD downloaded for exam-
ination outside of Relativity aiR.

» Collect captures all short message data that Cellebrite successfully extracts from a device and, converted to
RSMF.

e This includes original UFD image and collection reports.

e Support for specific apps depends on whether Cellebrite can extract and decode that app’s data for the
device, operating system, and app version.

6.2 Prerequisites
Basic configuration for your instance of Cellebrite and Relativity aiR must be completed as follows:
e In Cellebrite:
e Set up your instance.
« If using Endpoint Inspector, create the required user account with the Examiner role.
e Ensure the required ports are open.
* Foruse with Relativity aiR, you do not need to set up a storage repository.

¢ In Relativity aiR: The Collect application must be installed into the Relativity workspace that is used to perform
Cellebrite collections. For more information on installing Collect in a workspace, see Installing Collect.

6.3 Collection size

Cellebrite data volume depends on the size and scope of the original device extraction.

Category

Details

Hard limits (enforced)

Extraction-defined

Planning thresholds (guidance)

Full device extractions can be large

When to split

Very large extractions

Notes

Mobile data post-extraction

Use extraction scope to guide splitting decisions rather than custodian count.

6.4 Task checklist
The table below outlines the tasks in the order they need to be performed and within which application to perform
them.
Application
Order Used Task Type Task

1 Relativity aiR | Configuration | Create the OAuth2 Client on the next page
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Order AppL:i::;ion Task Type Task
2 Relativity aiR | Configuration | Set permissions in Relativity aiR on the next page
Cellebrite Configuration | Connect Cellebrite to Relativity aiR on the next page
4 Cellebrite Configuration | Generate API key for Cellebrite data source on the next
page
5 Relativity aiR | Configuration | Create the data source in Relativity aiR on page 24
6 Relativity aiR | Configuration | Create entities in Relativity aiR on page 24
8 Relativity aiR | Collecting Create a Collect job in Relativity aiR on page 24

6.4.1 Support resources

If you have questions or issues while going through these procedures, please contact the following resources
depending on the application:

e Cellebrite (Endpoint Inspector or Endpoint Mobile Now)—contact Cellebrite Customer Support or log in to
your MyCellebrite account to view Cellebrite's documentation.

* Relativity aiR Collect—contact Relativity Customer Support or refer to Relativity Documentation or Com-
munity Site for more information.

6.5 Create the OAuth2 Client

To facilitate data transfers and communication of collection status updates from Cellebrite to Relativity aiR, an OAuth2
client must be configured in Relativity aiR. Use the following steps to create a new OAuth2 Client. For more detailed
instructions, see documentation on creating and editing an OAuth2 client.

In Relativity aiR:

1. Navigate to the OAuth2 Client tab within Authentication.

2. Click the New OAuth2 Client button.

3. Do the following:

 Name—enter a unique name for the OAuth2 client.

e Enabled—ensure the Enabled toggle is on.

e Flow Grant Type— select Client Credentials from the list.

e Context User—select a user account from the list. The Context User will also generate the Cellebrite
API key that is used to configure the Collect data source.

e Access Token Lifetime (in minutes)—enter 60.

4. Click Save.

5. Make note of the Client ID and Client Secret values that were generated. These values are needed when con-
necting Cellebrite to Relativity aiR.
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6.6 Set permissions in Relativity aiR

Ensure the following account permissions are properly set up. For additional information, see Adding user to groups
and Setting workspace permissions.

e For Context Users—The Context User selected in the previous section must be added to a group in Relativity
aiR that is assigned to the workspace in which Cellebrite collections are run. The group within the workspace
must have Allow Export and Allow Import permissions selected (enabled) under Admin Operations on the
Other Settings tab. See Manage Workspace Permissions for more information.

e For Relativity Service Account—assign the Relativity Service Account (Service Account, Relativity) user
to a group (other than the System Admin group) that has been assigned to the workspace in which Cellebrite
collections are run.

6.7 Connect Cellebrite to Relativity aiR

Next, you must connect Cellebrite to Relativity aiR using the Client ID and Client Secret obtained in Create the OAuth2
Client on the previous page.

In Cellebrite:

1. Navigate to Settings.

2. Scroll to the Relativity aiR section and do the following:

e Client ID and Client Secret—enter the ID and secret generated previously when creating the OAuth2 cli-
entin Relativity aiR.

« Domain—enter the Relativity aiR domain. For example, esus019064-t066.r1.kcura.com. This is not the
full URL address, so you do not include "https://" or the ending slash.

3. Click Save.

6.8 Generate API key for Cellebrite data source

After connecting Cellebrite to Relativity aiR, you must generate and save the API key. This APl key is entered in
Relativity aiR when creating a new data source outlined in the next section.

Note: The user generating the API key must be the Context User set up in Create the OAuth2 Client on the previous
page.

In Cellebrite:

4. Navigate to User Settings if using Endpoint Inspector or to Settings if using Endpoint Mobile Now.
5. Click Generate Key.
6. Copy the API Key and save it securely.

Caution: You will not be able to see this APl key again in Endpoint Inspector or Endpoint Mobile Now so be
sure to copy and save it.

This API key is required when you create a new data source next in Relativity aiR. You must also provide the following
information:

e The exact username that was used to generate the API key if you used Endpoint Inspector.

e The exact email address that was used to generate the API key if you used Endpoint Mobile Now.
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e The URL for your instance of Endpoint Inspector or Endpoint Mobile Now. For example: https://example.ei.-
cellebrite.cloud/

6.9 Create the data source in Relativity aiR

Next, create a new Collect data source instance in your Relativity aiR workspace.

Note: You must have previously installed the Collect application into your workspace. For more information on
installing Collect, see Installing Collect.

In Relativity aiR:

7. Navigate to Collection Admin within Collect Admin in Set Up.
8. Click New Collection Source Instance.

9. Do the following:
 Name—enter a unique name for the data source.

* Type—select the Cellebrite data source.

o Settings—enter the required information in the Settings fields. For more information, see Settings fields
below.

10. Click Save. The data source displays on the Collection Admin page.

6.9.1 Settings fields

To connect Relativity to the Cellebrite data source, you need to gather and enter the information for the following
fields. This information was generated in the Generate API key for Cellebrite data source on the previous page

section.

¢ API Key—the API key previously generated in Cellebrite.

* API Username—the Cellebrite user account used to generate the associated APl Key.
» |If Endpoint Inspector was used to create the API key, then enter the user's username (for example, jane.-
smith).

 If Endpoint Mobile Now was used to create the API key, then enter the user's email address (for example,
jane.smith@relativity.com).

¢ API URL—the Cellebrite server URL for the associated API Key.

6.10 Create entities in Relativity aiR

Within your Relativity aiR workspace, populate the Entities list with those individuals from which you wish to collect
data. For more information on populating Relativity with entities, see Entity object documentation.

Note: Ensure that the Email address field for the Entity (such as, custodian) contains the primary email address to
which you want Cellebrite collection requests emailed. The Secondary Email address information for the entity is

not used.

6.11 Create a Collect job in Relativity aiR
You can begin creating and running collections in Relativity aiR. For more information, see Collections.

Be aware of the following when performing Cellebrite collections:
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* You cannot combine other data source types with the Cellebrite data source.

e You can collect from multiple custodians in the same job when using the Cellebrite data source.

All dates are in Coordinated Universal Time (UTC).

6.12 Mobile data collection results

The export package created by Cellebrite for ingestion by Relativity aiR includes these files:

¢ Original collection file in UFED zip format

* Messages and attachments in an RSMF collection
e UFED reader file (UFD)

e Device Report

e Collection Report

» Results.csv file

The nature of data collections from Android and iOS devices differs due to the inherent differences between platforms.
These are the most noteworthy differences:

» iOS message collections target messages from native apps and the most popular third-party apps that iTunes
can back up. Attached media and document files are included.

e Android message collections target SMS, MMS, and RCS text messages from native apps. Attached media and
document files are included.

6.13 Troubleshooting
This table includes troubleshooting for Cellebrite data source.
Area Issue Resolution
Data Source | User is unable to save a « Verify the user has entered the correct value for the API key.
setup Cellebrite data source
configuration in Collect + Verify the APl Username is the Cellebrite account used to generate
existing source. e For Endpoint Inspector, this is the user account name.
e For Endpoint Mobile Now, this is the email address of the user.
 Verify the Context User who configured the OAuth2 client in Relativity
aiR is also the same user who generated the API key in Cellebrite.
 If the problem still exits after verifying the information in the previous
bullets, then generate a new API key in Cellebrite.
Job start The Collect job f.ails  Verify in Cellebrite Settings that the OAuth2 client setup for Relativity
when the user clicks the aiR has the correct values for the Client ID and Secret. They must
Start button. match the values in Relativity aiR for the OAuth2 client configured.
» Verify in Cellebrite Settings that the Domain for the OAuth client
setup for Relativity aiR points to the correct Relativity aiR instance.
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Area

Issue

Resolution

The Domain should NOT contain “https://” or end with a trailing slash.
For example, the domain should look like this esus019064-t066.r1.k-
cura.com and not this https.//esus019064-t066.r1.kcura.com/.

In very rare cases, C4 may be down, in which case Collect jobs will
not start regardless of the collection data source. This issue usually
resolves itself after a short waiting period. C4 is the shared compute
platform on which jobs are run.

Custodian
Email Noti-
fication

The Collect job started
successfully, but the cus-
todian never received
the collection request
email.

Verify that the custodian's email address is the same as the one
entered in the Email address field of their corresponding entity
record. The Secondary Email address information for the entity is not
used.

Verify that the email is not in the Spam or Junk folder.

Verify that the custodian’s organization has not intercepted or quar-
antined the email via an email security policy or software, such as
Proofpoint.

If the problem still exits after verifying the information in the previous
bullets, then please contact Cellebrite Customer Support to verify
that there are no issues sending email messages from Cellebrite.

File Trans-
fers

The file transfers into
Relativity aiR are failing.

Verify that the Context User account used to configure the OAuth2 cli-
entisin a group assigned to the workspace, and the group has been
given the “Allow Import” and “Allow Export” permissions in Relativity
aiR. See Set permissions in Relativity aiR on page 23.

Verify that the Relativity Service Account user is assigned to one of
the groups assigned to the workspace. See Set permissions in
Relativity aiR on page 23.

Target Fail-
ure

The target collection
fails after successful
start.

If a job successfully started (e.g., was received by Cellebrite), but failed
prior to the collection being uploaded to Relativity aiR, then the problem
resides within Cellebrite. Please contact Cellebrite Customer Support for
assistance.

7 ChatGPT Enterprise data source

This topic provides details on how to capture OpenAl's ChatGPT Enterprise with Collect.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

7.1 Considerations

Note the following considerations about this data source:
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e This connector requires a ChatGPT Enterprise subscription.

¢ OpenAl's Compliance API only keeps data for 30 days. Collect can only retrieve ChatGPT data from the past 30
days.
e OpenAl does not keep deleted data for more than 30 days, unless legally required otherwise.
e Temporary chats, also called ephemeral chats, are only available for 30 days. These are conversations
where OpenAl's Memory feature is disabled. The chat session is not saved to the user's history.
e Temporary chats are accessible through the OpenAl Compliance API. They are included in Collect
if your date filters are set correctly.

e Temporary chats must fall within the 30-day retention window to be collected.

e To avoid missing data, we recommend scheduling regular, ongoing collections before data is removed at
the end of the 30-day retention window.

» Before your first collection, confirm that your organization enabled the Compliance APl in its OpenAl account.
This setting supports retrieval of both persistent and temporary conversations.

e For date criteria, ChatGPT Enterprise supports a start date. Collect retrieves all prompts and responses from
the date you specify through the current date.

« If your organization has multiple ChatGPT Enterprise workspaces, you must configure a separate data source
for each workspace in the Collect application. Name each data source to identify the workspace connects to.

« Relativity automatically converts collected conversation prompts and responses to Relativity's short message
format (RSMF).

e ChatGPT metadata is collected. For more information, seeCollected metadata on the next page.

7.2 Prerequisites

Complete the following before setting up a ChatGPT data source in Relativity:

e Eligible Enterprise and Education workspace owners can create a workspace-scoped Admin key with the per-
missions needed by the integration.

e Create Admin key on the Admin Console > Credentials > Admin keys page.

e For more information, see OpenAl's documentation.

o Existing authorized keys do not need replacing just because self-service is available.
e Contact OpenAl Support only self-service is unavailable.

e Confirm that the Compliance APl is enabled in your organization's OpenAl account to support retrieval of both
persistent and temporary conversations.

Once you complete the prerequisites, you can begin creating the data source.

7.3 Collection size

ChatGPT Enterprise collections scale with conversation volume and duration.

Category Details

Hard limits (enforced) No explicit hard cap published

Planning thresholds (guidance) |High-usage enterprise tenants
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Category

Details

When to split

Long date ranges

Notes

Conversion-based scaling

Focus on limiting time ranges in high-usage environments to control collection size.

7.4 Collected metadata

As of the current integration with OpenAl’'s Compliance API, the metadata fields are captured and included in

collections:

The following metadata fields are captured from ChatGPT Enterprise conversations via the Compliance APl and

included in Collect:

Metadata Collected
Conersation ID Always
Conversation title Always
User ID Always
User name When user is logged in.
User email When user is logged in.
Timestamp of prompt Always
Timestamp of response | Always
Prompt text Always
Response text Always

Edit history

When a prompt was edited before re-execution.

Source attributions

URLs of any publicly cited websites when browsing was
enabled.

Attachments

Uploaded files submitted by users during the
conversation. For example, PDFs, DOCX, images, CSV
files.

Generated files. For example, documents or images
created by ChatGPT in response to prompts.

These fields are extracted for both persistent and ephemeral (temporary) conversations, as long as they fall within
OpenAl’'s 30-day retention window and meet your search criteria in Collect.

7.5 Creating the data source

Use the following procedure to connect the ChatGPT Enterprise workspace data source to Collect.

In Relativity aiR:
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1. Navigate to Collection Admin within Collect Admin of Set Up

2. Click the New Collection Source Instance button.
* Name—Enter in a unique name for the data source.

e Type—Select the ChatGPT Enterprise data source.

» Settings—enter the required information in the Settings fields. For more information, see Settings fields
below.

3. Click Save. The data source displays on the Collection Admin page.

7.6 Settings fields

To connect Relativity to a ChatGPT Enterprise workspace, you need to gather and enter the information for the
following fields.
* API Key—enter the API Key that you created in OpenAl.

e You can use the same API Key when configuring multiple ChatGPT Enterprise data sources from which
you wish to collect.

o For more information, see OpenAl's documentation.

Note: Only contact OpenAl Support if you cannot create your own API Key.

* Workspace ID—enter the ChatGPT Enterprise WorkspacelD to which you want to connect.

7.7 Configuring the data source

Each data source used in Collect has different search criteria on the Collection Details step when creating a collection
job. The criteria needs to be configured next.

Relativity collects ChatGPT Enterprise chat data in Relativity's short message format (RSMF).

Add search criteria to collect specific data. To configure the data sources, complete the following fields:

e Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

¢ Field—choose the field to filter on within the data source.

Note: You must set a Start Date to complete the Data Sources step.

e Operator—choose an operator. For example, equals or greater than.
e Value—enter a value to find in the selected field.
The following table lists the filter criteria supported for ChatGPT Enterprise collections.

All dates are in Coordinated Universal Time (UTC).

Criteria | Operators Description Example
Start Date | Greater Than | When you use the Start Date property in a When you search a Start Date of
or Equals query, the search returns prompts and 1/1/2024, Relativity collects all
responses that exist the day of and after the prompts and responses from that date
entered date. to today.
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Note: Temporary, or ephemeral, chats will also be returned if they occurred within the 30-day retention window and
meet your search criteria.

8 Claude

Collect integrates with Claude (Anthropic) to collect enterprise Al conversations and generated content. This
integration uses Anthropic's Compliance APl and provides read-only access to in-scope data that exists at the time of
collection.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

This topic provides details on how to capture Anthropic's Claude Enterprise with Collect.

8.1 Considerations
Note the following considerations about this data source:
» Account and APl access
e This connector requires a Claude Enterprise account.
e The Anthropic Compliance APl is only available with an Enterprise subscription.
e Admin or standard API keys are not sufficient.

e Only a Compliance access key, created by an Anthropic organization administrator or Enterprise Primary
Owner, can retrieve conversation content, files, and artifacts.

* Retention and deleted data
 Relativity collects deleted data only if Anthropic still retains the content.

» Anthropic does not keep the content of deleted conversations, but it may keep records that the con-
versation occurred.

» Your organization sets the retention policy. For more information on retention policies, see Anthropic's
documentation.

e Collection completeness is dependent on Anthropic retention policies and data availability at run time.

¢ Collection behavior

 If you have multiple Claude organizations, you must configure a separate data source for each organ-
ization.

e We recommend clearly naming each data source.

» Relativity automatically converts collected conversation prompts and responses to Relativity's short mes-
sage format (RSMF). For more information, see the Relativity Short Message Format guide.

 Relativity collects Claude metadata. For more information, see Collected metadata on the next page.

» Defensibility
e Access is read-only.

¢ Collect does not modify or delete Claude data.
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e Datais retrieved directly via Anthropic’s Compliance APIs.

8.2 Prerequisites

Before configuring your data source in Collect, you must enable the Compliance API on Anthropic's side to obtain an
APl key.

For more information about the Compliance API, see Anthropic's documentation.

Once you enabled the Compliance API, you can begin creating the data source.

8.3 Collected data

When configured with a valid Compliance access key, Collect can retrieve the following data from Claude Enterprise:

e Conversations—user prompts and Claude responses, collected in chronological order.
» Artifacts—Al-generated outputs such as documents or code artifacts.

e Files—user-uploaded and assistant-generated files associated with conversations.

e Metadata—custodian, user, timestamps, and conversation identifiers.

To make data review-ready in Collect,

» Collected conversations are ingested as parent documents.

* Artifacts and files linked as child documents or attachments.

8.3.1 Collected metadata

Relativity collects metadata from Anthropic’s Compliance API as part of activity logs. For each action, like sending a
prompt, getting a response, or uploading a file, Relativity collects all related metadata.

As of the current integration with Anthropic's Compliance API, Relativity captures the following metadata fields in
collections:

Metadata Collected
Conversation ID Always
Conversation title Always
User ID Always
User name Always
User email Always

Timestamp of prompt Always

Timestamp of response | Always

Prompt text Always
Response text Always
Edit history Captures updates when a user

edits and re-runs a prompt.

Attachments Claude generated files, and user
uploaded files submitted by users
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Metadata Collected

during the conversation.

8.3.2 Retention expectations and data availability
Collect retrieves only the Claude data that is retained and accessible at the time of collection.

Collections reflect the current retained state of Claude data and are not a historical reconstruction of all past activity.

Key considerations:

e Claude Enterprise retains conversation content by default, but customers may configure shorter retention peri-
ods.

e Conversations or artifacts deleted by users or retention policies cannot be collected.

e Collect cannot reconstruct historical data that no longer exists in Anthropic systems.

8.4 Creating the data source

Use the following procedure to connect the Claude data source to Collect.

In Relativity aiR:

1. Navigate to Collection Admin.
2. Click the New Collection Source Instance button.

3. Complete the following fields:
 Name—enter a unique name for the data source.

e Type—select the Claude data source.
» Settings—enter the required information in the Settings fields. For more information, see Settings fields.
4. Click Save.

After clicking Save, Relativity verifies the parameters and connectivity to the data source instance.

» When verification is successful, Relativity saves the data source.

¢ When the connection fails, Relativity displays a message indicating that the connection failed.
* When verification fails, verify that the values are correct.

» Relativity can only save the data source when the values are correct and verified.

The data source displays on the Collection Admin page.

8.5 Settings fields

To connect Relativity to an Claude workspace, you need to gather and enter the information for the following fields:

e API Key—enter the API key that Anthropic provided to your organization. You can use the same AP| key when
configuring multiple Claude data sources from which you want to collect.

e Organization ID—enter the Claude Organization ID.
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8.6 Configuring the data source

Each data source used in Collect has different search criteria on the Collection Details step when creating a collection
job. The criteria needs to be configured in this step.

Relativity collects Claude chat data in Relativity's short message format (RSMF). For more information, the Relativity
Short Message Format guide.

Add search criteria to collect specific data. To configure the data source, complete the following fields:

e Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

e Field—choose the field to filter on within the data source. You must set a Start Date to complete the Data
Sources step.

e Operator—choose an operator. For example, equals or greater than.

e Value—enter a value to find in the selected field.
The following table lists the filter criteria supported for Claude collections:

All dates are in Coordinated Universal Time (UTC).

Criteria Operators Description Example
Created |Greater Than, When you use the Created Date property | When you search a Created Date of
Date Greater Than or in a query, the search returns prompts 1/1/2026 to 12/31/2026, Relativity col-

Equals, Less Than and responses that exist the day of and

lects all prompts and responses from
after the entered date.

Less Than or that date to the end of 2026.

Equals
Updated | Greater Than, When you use the Updated Date prop- | When you search a Updated Date of
Date Greater Than or erty in a query, the search returns 1/1/2026 to 12/31/2026, Relativity col-
Equals, Less than | prompts and responses that exist the lects all prompts and responses from
or Equals day of and after the entered date. that date to the end of 2026.

9 Microsoft 365 - Inactive mailboxes data source

This topic provides details on how to capture Microsoft 365 Inactive mailboxes with Collect.

Outlook mailboxes become inactive mailboxes when an account is deleted while under a preservation hold.

* When deleted, Microsoft does not throw the mailbox away.
e Microsoft keeps it in inactive state until the related preservation or retention hold is over.

After all retention policies or holds are removed in Microsoft, the inactive mailbox changes to a soft-deleted mailbox.
The 30-day deletion period starts only after the mailbox reaches the soft-deleted state.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

9.1 Considerations

Consider the following about Microsoft 365 Inactive mailboxes data sources:
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¢ The inactive mailbox connector uses Microsoft's Purview API.

e Purview Cases will be created in your Microsoft Purview instance to facilitate the search and export of inactive

mailboxes.

» Relativity collects all available files including preserved files.

¢ You do not need to take extra steps to collect preserved files as they are automatically included in the col-

lection.

e For more information on preserving data, see the Legal Hold guide.

 Inactive mailbox export requires an account with the eDiscovery Manager role and an Azure AD app regis-
tration that has the required delegated permissions.

» Microsoft APIs do not support verifying that an inactive mailbox exists prior to collection. You will see failed col-
lections in cases where the mailbox no longer exists.

» Relativity collects inactive mailboxes as .pst files.

 If the password changes on the account used to generate the refresh token, all existing refresh tokens are inval-
idated. To continue collecting, go to Collect Admin, select the data source, click Edit, and generate a new

refresh token.

9.2 Collection size

Microsoft 365 collections can be large. When collection jobs become too large, performance decreases.

Large collections

Best practices

200 GB per search

Reduce search size

Multi-TB exports

Limit the number of custodians per job. Collect max 30 custodians per job.

Long date ranges with many mailboxes

Using smaller date ranges.

9.2.1 Export duration for large mailboxes

Export duration is determined primarily by mailbox size and whether or not date range criteria are being used, as well
as the current load on Microsoft's services. Purview eDiscovery runs on shared, multi-tenant Microsoft 365
infrastructure, and Microsoft does not provide a service-level agreement or guaranteed throughput for export

operations.

Exports occur in two phases, and each contributes to the overall duration:

e Phase 1—export preparation on the Microsoft side. Microsoft packages the mailbox data before transferring

any documents.

e While this phase is in progress, the document counter on the Collect monitoring page remains at zero,

which is normal.

» The counter reflects documents received by Collect. Nothing is transferred until preparation finishes.

e Forlarge mailboxes, this phase alone can take several hours or longer.

e Phase 2—data transfer. When preparation completes, documents begin transferring to Collect and the counter

starts incrementing.

» Microsoft throttles transfer throughput. Throughput is typically around 2 GB per hour per mailbox.

e Completion of the preparation phase does not mean the collection is nearly finished.
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e A 25 GB mailbox may require 12 or more hours of transfer time after preparation completes.

A mailbox larger than 25 GB may take several hours to more than 24 hours to fully collect.

Do not cancel or restart a collection solely because progress appears slow. Doing so restarts the export preparation
from the beginning.

If a large mailbox collection shows zero documents for more than 48 hours, contact Relativity Support.

9.3 Task checklist

The table lists the order to perform the necessary tasks for setting up the data source for Collect.

Note: Separate Microsoft data sources inside Collect can use the same Microsoft Azure app registration.
This means you only need to create one Microsoft Graph application and provide one Client ID and one Client
Secret. You can then enter that same set of credentials for Microsoft data sources within Collect.

Order Application Task
1 Azure Registering the Collect application below
2 Azure Obtaining a client secret on the next page
3 Azure Setting API permissions on page 37
4 Azure Adding a redirect URI on page 38
5 Collect Creating the data source in Collect on page 39
6 Collect Configuring the data source in Collect on page 40

9.4 Accessing Microsoft 365 tenants

Register the Collect application to access Microsoft 365.

When registering the application, the Microsoft 365 administrator creates a Microsoft Application ID and secret.
Relativity uses this ID and secret to configure data sources in Collect and provides access to the Microsoft 365
tenants.

You can register the application through Azure Portal or by registering the delegated permissions through the
Microsoft App Registration Portal. After registering the application, request administrator consent. From there, itis
possible to revoke application access.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

9.4.1 Registering the Collect application

Start with registering your application in the Azure portal by following the steps below.

Caution: The listed permissions and roles are required and supported by Relativity.
e Relativity does not support substitutions or reduced permissions.

* You can submit requests for alternative or reduced permissions as product feedback.

For more information on registering an application in the Azure portal, refer to documentation on Microsoft's site.
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Note: These steps must be completed by a Microsoft 365 administrator.

-_—

Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Click App registrations.

Click New Registration to display the Register an application page.

Enter an application name in the Name field.

Accept the default setting, Accounts in this organizational directory only, as the supported account type.

Click Register.
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Once the application is registered, make note of the Application (client) ID and Directory (tenant) ID for use
later when configuring the data source in Relativity aiR Collect.

9.4.2 Obtaining a client secret

Next, obtain the client secret for the registered application in the Azure portal. For more information, see relevant
Microsoft documentation on the Microsoft site.

Note: These steps must be completed by a Microsoft 365 administrator.

-_—

From the registered application's page, click the Certificates & secrets option in the left navigation bar.
Click the Client secrets tab.
Click New client secret.

Enter a description for the client secret in the Description text box.
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Select 730 days (24 months) from the Expires list. The client secret will expire after this time frame.
* Once the client secret expires, you must create a new client secret in the Azure portal as described in
these steps.

» Then you must update your Microsoft 365 Collect data sources with it. For more information, see Expired
Azure client secrets below.

» For any additional assistance with client secrets, please contact the Azure Admin in your organization.

6. Click Add to create a new secret.

Caution: Microsoft will only show the secret value this one time. There is no way to recover a secret.

7. Click the copy icon to copy the Secret Value to the clipboard.
o Paste it to a safe location.

* You will use the Secret Value later when creating the data source in Collect.
e Confirm you copy the Secret Value and not the Secret ID.

8. Give your Relativity Admin the Application ID and the Client Secret for setup of Collect.
 This application secret is also needed for setting up a Microsoft Entra ID integration point.

e For more information, see the Integration Points guide.

9.4.2.1 Expired Azure client secrets
If your Azure client secret expires, follow these steps:
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5.

Get a new secret as outlined in the steps above.

2. Goto Collect Admin in Relativity aiR.
3.
4

Select the desired data source that has expired, and click Edit.
Input the new client secret value in the Application Secret field.

Click Save.

You must repeat these steps for all Microsoft data sources that you have set up.

9.4.3 Setting APl permissions

Each data source has its own set of permissions necessary to allow access to the tenants. To add the correct
permissions based on your selected Microsoft 365 data source, follow the steps below.

Note: These steps must be completed by a Microsoft 365 administrator.

1.

11.
12.
13.
14.

S L R

From the registered application's page, click the Manage > API permissions option in the left navigation bar.

Note: The User.Read permission is automatically added by default.

Click Add a permission.

Click Graph API.

Select Delegated Permissions.

Select the eDiscovery.ReadWrite.All permission from the Permission list.
Click Add permissions.

Click Grant Permission.
The window will show all permissions granted.

» Make a note of the application ID that Microsoft assigned to the app registration.
e This ID is also required for setup of data sources in Collect.
Click Add a permission.

Select APls my organization uses.

. Search for MicrosoftPurviewEDiscovery.

e If MicrosoftPurviewEDiscovery does not appear in the APls my organization uses list, you must first
register the app in Microsoft Entra ID.

e For more information, see Microsoft's Register the MicrosoftPurviewEDiscovery app in Microsoft Entra

ID documentation.
Select Application Permissions.
Select the eDiscovery.Download.Read permission from the Permission list.
Click Add permissions.

Click Grant Permission.
The window will show all permissions granted.

* Make a note of the application ID that Microsoft assigned to the app registration.

e This ID is also required for setup of data sources in Collect.
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15. Verify that all permissions have been granted.
16. Click Add permissions.

17. Click Grant Permission.

18. Click Accept to grant the permissions.

All API permissions have been granted and you can start creating the data source in Relativity aiR.

9.5 Adding a redirect URI

After setting up API permissions, you must add a Redirect URI to the Azure Application Registration. Add the Redirect
URI with the following steps:

1. Inthe left-side menu console, click Authentication.

Note: It may appear as Authentication (Preview).

2. Click Add Redirect URI.
3. Click Web.

4. Enter your Redirect URI.

* Your Redirect URI is your Relativity aiR tenant domain URL plus /collect-ser-
vices/api/v1/Authentication/ms-auth-response.

e Forexample, https://acme.corp.relativity.one/collect-services/api/v1/Authentication/ms-auth-response

9.6 Finding Azure credentials

If an application is already created and you need to find the application information to complete the Source Connection
step, follow the steps below in the Azure Portal. For more information, see relevant Microsoft documentation on the
Microsoft site.

1. Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Navigate to Enterprise applications.

In the list of applications, locate and click on your application.The application page displays.

Navigate to Properties.

S

Click the copy icon next to the Application ID. The ID is copied to your clipboard to use as needed.
Properties

Mame (1

| Documentation Test | |

Application ID (D
| 3293f830-2cfa-43b3-3612-4.. [y |

Object ID D

| 352 3fd67-0094-4fcc-90d8-1 .. rI:||
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9.7 Limiting application registration access to accounts

Limit the access of Collect to specific Microsoft user accounts and mailboxes by using New-ServicePrincipal -Appld
<Client Application ID in AAD> -Objectld <Service principal object ID in AAD> -DisplayName <name>. For more
information, see Microsoft documentation.

9.8 Revoking application access

Revoke the application from the Azure portal or by using a PowerShell script. For more information, see Microsoft's
documentation.

9.8.1 Revoking access via Azure Portal
To revoke access from the Azure portal:
1. Open your Azure Portal.
2. Navigate to Enterprise Application.
3. Under All applications, search for your application and click its link.
4. Under Manage > Properties, click Delete.

Collect no longer has access.

9.8.2 Revoking access via Powershell

Revoke access in Powershell using the Remove-MsolServicePrincipal script. See the Powershell example below of
retrieving and deleting an application registration.

Get-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

ExtensionData : System.Runtime.Serialization.ExtensionDataObject
AccountEnabled : True
Addresses : {}
AppPrincipalld : 19ab8a2e-ccce-4fa8-a9ee-eb16€220d602
DisplayName : Relativity-Development-Application
Objectld : 51798fb3-e72c-4373-8c63-6e7d0dd63ad7
ServicePrincipalNames : {19ab8a2e-ccce-4fa8-a9ee-eb16e220d602}
TrustedForDelegation : False

Remove-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

9.9 Creating the data source in Collect

The Collection Admin tab is where you create, edit, and remove data sources from your workspace.

e You need to setup each data source once.
e You must create your data sources prior to setting up your custodian targets.

In Relativity aiR, navigate to Collect.

1. Click the New Collection Source Instance button.

2. Enterin aunique name for the data source.
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3. Select a Microsoft 365 Inactive Mailbox data source.

Note: Collect automatically collects any data that is preserved due to an in-place hold or litigation hold. Data
on a hold is stored in a preservation library and separate folders. For more information, see Microsoft Reten-
tion Policies.

4. Enterthe required information in Settings. For more information, see Settings fields below

5. Click Save.

After clicking Save, Relativity verifies the parameters and connectivity to the Microsoft 365 data source.

 If successful, Relativity saves the data source.

 If the connection fails, a message appears indicating that the connection failed.
e If verification fails, verify that the values are correct.

¢ The data source will save when it is corrected and is verified.

Once the set up is complete, the data source information on the Collect Admin page.

9.10 Settings fields

To connect Relativity to a Microsoft Outlook data source, you need to gather and enter the information for the following
fields:

e Tenant ID—enter the Tenant ID or Primary domain of the Microsoft 365 tenant the collection is intended for.
e The domain name usually ends with .onmicrosoft.com.

e Tolocate the tenant ID or primary domain name, see Microsoft documentation.

e Application Id—enter the Application ID created during registering the Collect application in Microsoft 365.

e Application secret—enter the Application secret created during registering the Collect application in Microsoft
365. For more information, see Accessing Microsoft 365 tenants on page 35.

» Refresh token—after entering in the three pieces of information, click Generate Refresh Token.
¢ An authentication window appears.

¢ In the authentication window, you must get a refresh token from a Microsoft account with the Microsoft
eDiscovery Manager role assigned.

9.10.1 Data source details
Each data source details page includes an Action console. Each data source has different actions.

On the Microsoft Teams data source page, click Validate Connection in the Actions console to validate the client ID,
certificate, and other credentials with Microsoft 365.

9.11 Configuring the data source in Collect

In Relativity aiR, configure the data sources chosen in the Collection Details step.

9.11.1 Data source criteria
Add criteria to collect specific data. To configure the data sources, complete the following fields:
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Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

Field—choose the field to filter on within the data source.

Note: You must add start and end dates when you are configuring the Outlook Calendar data source to com-
plete the Data Sources step.

e Operator—choose an operator, such as equals, contains, greater than, or less than.
* Value—enter a value to find in the selected field.
After selecting field options, you must click Add Criteria.

Details to know about criteria:

e Each criteria is then separated by an AND operator.

e Leave the data source criteria empty to collect all data from the sources.

9.11.2 Criteria

Filter a data source's data that you want to collect by adding criteria.
This section covers the different criteria for each data source. It also includes what can be searched within each data
source.

9.11.2.1 Inactive mailbox criteria
The following table lists the filter criteria supported for mailbox collections.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 35.

The following table lists the filter criteria supported for mailbox collections.

All dates are in Coordinated Universal Time (UTC).

Criteria Operators Description Example

Email Does Not Equal, Equals, When you use the Email Received Date prop- | If you search “Less Than

Received | Greater Than, Greater erty in a query, the search returns all mes- 1/1/2020,” your results

Date Than or Equals, Less sages that equal or does not equal, greater or | include all emails received
Than, Less Than or Equals | less than the date entered. before January 1, 2020.

Email Does Not Equal, Equals, When you use the Email Sent Date property | If you search “Greater Than

Sent Date | Greater Than, Greater in a query, the search returns all messages | 1/1/2001,” your results
Than or Equals, Less ’:Eat ‘?{ﬂuadl otr doets n%t equal, greaterorless | include all emails sent after
Than, Less Than or Equals an the date entered. January 1, 2001.

10 Microsoft 365 - Inactive OneDrive data source

The Microsoft 365 Inactive OneDrive data source enables Collect to retrieve OneDrive content belonging to custodian
accounts that have been deactivated or removed. This provides a direct and defensible alternative to manual exports
and re-ingestion workflows.

OneDrive data becomes inactive, or inaccessible, to users when a user account is deleted, even if a preservation hold
exists. Microsoft does not permanently delete the OneDrive content while a retention policy or hold is in place.
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After all retention policies or holds are removed, the OneDrive continues through its standard deletion lifecycle and is
permanently deleted according to the configured retention period.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

This topic provides details on how to capture Microsoft 365 inactive OneDrive data with Collect.

10.1 Considerations

Note the following considerations about Microsoft 365 inactive OneDrive data sources:

¢ The inactive OneDrive connector uses Microsoft's Purview API.

e Purview Cases will be created in your Microsoft Purview instance to facilitate the search and export of inactive
OneDrive.

» Relativity collects all available files including preserved files.

¢ You do not need to take extra steps to collect preserved files as they are automatically included in the col-
lection.

e For more information on preserving data, see the Legal Hold guide.

e Delegated permissions are mandatory.
e App-only authentication is not supported for inactive OneDrive collections.

¢ Inactive OneDrive exports require an account with the eDiscovery Manager role and an Azure AD app
registration that has the required delegated permissions.

e Microsoft APIs do not support verifying that an inactive OneDrive exists prior to collection. You will see failed col-
lections in cases where the OneDrive no longer exists.

» Relativity collects inactive OneDrive data as .zip files.

« Ifthe Azure Application Registration secret changes or expires, update all Microsoft data sources that use that
registration. Go to Collect Admin, select each affected data source, click Edit, enter the new secret in the Applic-
ation Secret field, and click Save.

10.2 Collection size

Microsoft 365 collections can be large. When collection jobs become too large, performance decreases.

Large collections Best practices
200 GB per search Reduce search size
Multi-TB exports Limit the number of custodians per job. Collect max 30 custodians per
job.
Long date ranges with many OneDrivees | Using smaller date ranges.

10.3 Inactive OneDrive data

Inactive OneDrive collections differ from active Microsoft 365 data sources:
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e Contentis exported from Microsoft Purview eDiscovery, not Microsoft Graph file APls.

e Atemporary Purview hold is applied to the OneDrive site during export to prevent deletion.

e OneDrive content is exported as ZIP packages, then downloaded and ingested into Relativity aiR.
e Temporary holds and export artifacts are removed after collection completes.

These behaviors are specific to OneDrive and do not mirror inactive mailbox collection behavior.

10.4 Task checklist

The table lists the order to perform the necessary tasks for setting up the data source for Collect.

Note: Separate Microsoft data sources inside Collect can use the same Microsoft Azure app registration.
This means you only need to create one Microsoft Graph application and provide one Client ID and one Client
Secret. You can then enter that same set of credentials for Microsoft data sources within Collect.

Order Application Task
1 Azure Registering the Collect application below
2 Azure Obtaining a client secret on the next page
3 Azure Setting API permissions on page 45
4 Azure Adding a redirect URI on page 46
5 Collect Creating the data source in Collect on page 47
6 Collect Configuring the data source in Collect on page 48

10.5 Accessing Microsoft 365 tenants

Register the Collect application to access Microsoft 365.

When registering the application, the Microsoft 365 administrator creates a Microsoft Application ID and secret.
Relativity uses this ID and secret to configure data sources in Collect and provides access to the Microsoft 365
tenants.

You can register the application through Azure Portal or by registering the delegated permissions through the
Microsoft App Registration Portal. After registering the application, request administrator consent. From there, it is
possible to revoke application access.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

10.5.1 Registering the Collect application

Start with registering your application in the Azure portal by following the steps below.

Caution: The listed permissions and roles are required and supported by Relativity.
» Relativity does not support substitutions or reduced permissions.

* You can submit requests for alternative or reduced permissions as product feedback.

For more information on registering an application in the Azure portal, refer to documentation on Microsoft's site.
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Note: These steps must be completed by a Microsoft 365 administrator.

-_—

Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Click App registrations.

Click New Registration to display the Register an application page.

Enter an application name in the Name field.

Accept the default setting, Accounts in this organizational directory only, as the supported account type.

Click Register.
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Once the application is registered, make note of the Application (client) ID and Directory (tenant) ID for use
later when configuring the data source in Relativity aiR Collect.

10.5.2 Obtaining a client secret

Next, obtain the client secret for the registered application in the Azure portal. For more information, see relevant
Microsoft documentation on the Microsoft site.

Note: These steps must be completed by a Microsoft 365 administrator.

-_—

From the registered application's page, click the Certificates & secrets option in the left navigation bar.
Click the Client secrets tab.
Click New client secret.

Enter a description for the client secret in the Description text box.
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Select 730 days (24 months) from the Expires list. The client secret will expire after this time frame.
* Once the client secret expires, you must create a new client secret in the Azure portal as described in
these steps.

» Then you must update your Microsoft 365 Collect data sources with it. For more information, see Expired
Azure client secrets below.

» For any additional assistance with client secrets, please contact the Azure Admin in your organization.

6. Click Add to create a new secret.

Caution: Microsoft will only show the secret value this one time. There is no way to recover a secret.

7. Click the copy icon to copy the Secret Value to the clipboard.
o Paste it to a safe location.

* You will use the Secret Value later when creating the data source in Collect.
e Confirm you copy the Secret Value and not the Secret ID.

8. Give your Relativity Admin the Application ID and the Client Secret for setup of Collect.
 This application secret is also needed for setting up a Microsoft Entra ID integration point.

e For more information, see the Integration Points guide.

10.5.2.1 Expired Azure client secrets
If your Azure client secret expires, follow these steps:
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5.

Get a new secret as outlined in the steps above.

2. Goto Collect Admin in Relativity aiR.
3.
4

Select the desired data source that has expired, and click Edit.
Input the new client secret value in the Application Secret field.

Click Save.

You must repeat these steps for all Microsoft data sources that you have set up.

10.5.3 Setting API permissions

Each data source has its own set of permissions necessary to allow access to the tenants.

To add the correct permissions based on your selected Microsoft 365 data source, follow the steps below.

Note: These steps must be completed by a Microsoft 365 administrator.

1.

10.
1.
12.
13.
14.

15.
16.
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From the registered application's page, click the Manage > API permissions option in the left navigation bar.

Note: The User.Read permission is automatically added by default.

Click Add a permission.

Click Graph API.

Select Delegated Permissions.

Select the eDiscovery.ReadWrite.All permission from the Permission list.
Click Add permissions.

Click Grant Permission.
The window will show all permissions granted.

e Make a note of the application ID that Microsoft assigned to the app registration.
e This ID is also required for setup of data sources in Collect.

Click Add a permission.

Select APls my organization uses.

Search for MicrosoftPurviewEDiscovery.

Select Application Permissions.

Select the eDiscovery.Download.Read permission from the Permission list.

Click Add permissions.

Click Grant Permission.
The window will show all permissions granted.

e Make a note of the application ID that Microsoft assigned to the app registration.
e This ID is also required for setup of data sources in Collect.
Verify that all permissions have been granted.

Click Add permissions.
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17. Click Grant Permission.

18. Click Accept to grant the permissions.

All API permissions have been granted and you can start creating the data source in Relativity aiR.

10.6 Adding a redirect URI

After setting up API permissions, you must add a Redirect URI to the Azure Application Registration. Add the Redirect
URI with the following steps:

1. Inthe left-side menu console, click Authentication.

Note: It may appear as Authentication (Preview).

2. Click Add Redirect URI.
3. Click Web.

4. Enter your Redirect URI.

e Your Redirect URI is your Relativity aiR tenant domain URL plus /collect-ser-
vices/api/v1/Authentication/ms-auth-response.

» Forexample, https://acme.corp.relativity.one/collect-services/api/v1/Authentication/ms-auth-response

10.7 Finding Azure credentials

If an application is already created and you need to find the application information to complete the Source Connection
step, follow the steps below in the Azure Portal. For more information, see relevant Microsoft documentation on the
Microsoft site.

-

. Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Navigate to Enterprise applications.

In the list of applications, locate and click on your application.The application page displays.

Navigate to Properties.

S

Click the copy icon next to the Application ID. The ID is copied to your clipboard to use as needed.
Properties

Mame (1
| Documentation Test Il |

Application ID (O

| 3203f2a0-Jcfa-43b3-3612-4.. [y |

Object 1D @

| a823fd67-0094-Afcc-90d8-1 . rI:||

10.8 Limiting application registration access to accounts

Limit the access of Collect to specific Microsoft user accounts and mailboxes by using New-ServicePrincipal -Appld
<Client Application ID in AAD> -Objectld <Service principal object ID in AAD> -DisplayName <name>. For more
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information, see Microsoft documentation.

10.9 Revoking application access

Revoke the application from the Azure portal or by using a PowerShell script. For more information, see Microsoft's
documentation.

10.9.1 Revoking access via Azure Portal
To revoke access from the Azure portal:
1. Open your Azure Portal.
2. Navigate to Enterprise Application.
3. Under All applications, search for your application and click its link.
4. Under Manage > Properties, click Delete.

Collect no longer has access.

10.9.2 Revoking access via Powershell

Revoke access in Powershell using the Remove-MsolServicePrincipal script. See the Powershell example below of
retrieving and deleting an application registration.

Get-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

ExtensionData : System.Runtime.Serialization.ExtensionDataObject
AccountEnabled : True
Addresses : {}
AppPrincipalld : 19ab8a2e-ccce-4fa8-a9ee-eb16e€220d602
DisplayName : Relativity-Development-Application
Objectld : 51798fb3-e72c-4373-8¢c63-6e7d0dd63ad7
ServicePrincipalNames : {19ab8a2e-ccce-4fa8-a9ee-eb16e220d602}
TrustedForDelegation : False

Remove-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

10.10 Creating the data source in Collect

The Collection Admin tab is where you create, edit, and remove data sources from your workspace. You need to setup
each data source once. You must create your data sources prior to setting up your custodian targets.

In Relativity aiR, navigate to Collect.
1. Click the New Collection Source Instance button.
2. Enterin a unique name for the data source.

3. Select a Microsoft 365 Inactive OneDrive data source.

Note: Collect automatically collects any data that is preserved due to an in-place hold or litigation hold. Data
on a hold is stored in a preservation library and separate folders. For more information, see Microsoft Reten-
tion Policies.
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4. Enterthe required information in Settings. For more information, see Settings fields below

5. Click Save.

After clicking Save, Relativity verifies the parameters and connectivity to the Microsoft 365 data source.

If successful, Relativity saves the data source. If the connection fails, a message appears indicating that the
connection failed. If verification fails, verify that the values are correct. The data source will save when it is corrected
and is verified.

Once the set up is complete, the data source information on the Collect Admin page.

10.11 Settings fields

To connect Relativity to the Inactive OneDrive data source, you need to gather and enter the information for the
following fields:

e Tenant ID—enter the Tenant ID or Primary domain of the Microsoft 365 tenant the collection is intended for.
The domain name usually ends with .onmicrosoft.com. To locate the tenant ID or primary domain name, see
Microsoft documentation.

« Application Id—enter the Application ID created during registering the Collect application in Microsoft 365.

e Application secret—enter the Application secret created during registering the Collect application in Microsoft
365. For more information, see Accessing Microsoft 365 tenants on page 43.

» Refresh token—after entering in the three pieces of information, click Generate Refresh Token.
e An authentication window appears.

* In the authentication window, you must get a refresh token from a Microsoft account with the Microsoft
eDiscovery Manager role assigned.

e Forlong-running export jobs, the refresh token may be rotated. Monitor job logs and be prepared to re-
authenticate if a token expiration error occurs.

10.11.1 Data source details
Each data source details page includes an Action console. Each data source has different actions.

On the Microsoft Inactive OneDrive data source page, click Validate Connection in the Actions console to validate
the client ID, certificate, and other credentials with Microsoft 365.

10.12 Configuring the data source in Collect

In Relativity aiR, configure the data sources chosen in the Collection Details step.

10.12.1 Data source criteria
Add criteria to collect specific data. To configure the data sources, complete the following fields:

e Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

* Field—choose the field to filter on within the data source.
e Operator—choose an operator, such as equals, contains, greater than, or less than.
¢ Value—enter a value to find in the selected field.

After selecting field options, you must click Add Criteria.
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Details to know about criteria:

e Each criteria is then separated by an AND operator.

e Leave the data source criteria empty to collect all data from the sources.

10.12.2 Criteria

Filter a data source's data that you want to collect by adding criteria. It also includes what can be searched within each
data source.

10.12.2.1 Inactive OneDrive criteria
The following table lists the filter criteria supported for inactive OneDrive collections.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 43.

The following table lists the filter criteria support for Inactive OneDrive collections.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Microsoft 365 - Inactive OneDrive data source on page 41.

When using search criteria to filter for Microsoft 365 inactive OneDrive, different operators can return different results.
Knowing the search operators is crucial.

The keyword search criteria uses the Search In operator. When using the Search In operator:

e Search for a phrase by entering the phrase without any OR operators into the Value text box.
Example: acme corp contract

e Search for individual keywords by entering the keywords and separating them with an OR in the Value text box.
Example: cat OR dog OR mouse

Notes: Enter the OR operator with all capital letters. You should add keywords and phrases in lower case
only.

» Keywords hit on matches and if a word is prefixed with a keyword.
Example: "Work" will return "workday" and "workplace"

Note: Inactive OneDrive filtering is file-based. Email-specific criteria such as sender, recipient, or message headers
are not applicable to this data source.

All dates are in Coordinated Universal Time (UTC).

Criteria Operators Description Example

Creation Equals, Does Not When you use the Creation Date prop-| If you search “Greater Than

Date Equal, Greater Than, erty in a query, the search returns all | 1/1/2001,” your results include all
Greater Than or messages that equal/doesn’tequal, |messages created after January 1,
Equals, Less Than, greater/less than the date entered. 2001.
Less Than or Equals

File Exten- Equal, Does Not Equal, | When you use the File Extension If you search “Contains docx,” your

sion Contains property in a query, the search results include all Microsoft Word

returns all files that contain the files saved with that extension.

entered file extension.

File Name Equal, Does Not Equal, | When you use the File Name property | If you search “Equals Important_
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Criteria Operators Description Example

Contains in a query, the search returns all files | Document,” your results include all
that equals/does not equal or contain | files with that text in the filename.
the value entered.

File Path Equal, Does Not Equal, | When you use the File Path property | If you search “Contains doc-

Contains in a query, the search returns all uments/Relativity,” your results
messages equals/does notequalor | incjyde all files within the listed

contain the folder path entered. folder and any folder beyond the
file path entered.

Keyword Search In When you use the Keyword Search If you search “Relativity,” your res-
Search property in a query, the search ults include all files that contain the
returns all files containing the searched text in the file.
searched text.
Modification |Equals, Does Not When you use the Modification Date | If you search “Less Than
Date Equal, Greater Than, property in a query, the search 1/1/2020,” your results include all
Greater Than or returns all updated files that equal/- | files modified before January 1,
Equals, Less Than, doesn’t equal, greater/less thanthe | 2020.

Less Than or Equals date entered.

10.13 Troubleshooting

Common issues during inactive OneDrive collections include:

» Refresh token expiration during long-running exports.

 Partial success where some files export successfully and others fail.
e Cleanup issues, such as temporary holds not being removed.
 File-level errors rather than custodian-level failures.

Job results and logs should be reviewed to identify which files were successfully collected and which encountered
errors.

11 Microsoft 365 - Mailboxes data source

This topic provides details on how to capture Microsoft 365 mailbox data with Collect.

The Mailboxes connector uses Microsoft's Purview API to collect standard mailboxes, archived online mailboxes, and
inactive mailboxes for a custodian in a single collection job.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

11.1 Considerations

Consider the following about the Microsoft 365 Mailboxes data source:

Relativity ar Collect - Microsoft 365 50


https://www.relativity.com/terms-of-use/

11.1.1 APl and connector

This connector uses Microsoft's Purview API.

By default, Collect retrieves all mailbox types that the Purview API supports for a custodian. This includes:
e The primary mailbox

¢ The archived online mailbox, if enabled
e Any inactive mailboxes associated with the custodian.

You do not need to configure each mailbox type separately. For more information on how the Purview API
handles each mailbox type, see Data sources in eDiscovery and Learn about inactive mailboxes.

11.1.2 Purview case

Relativity creates a case in Microsoft Purview, adds the custodian, runs the search, and exports the results to
Collect.

You can view this case at any time in the Microsoft Purview portal.

Purview cases are created in your Microsoft Purview instance to support the search and export of mailbox data.

11.1.3 Preserved files

Relativity collects all available data, including preserved files.
You do not need to take extra steps to collect preserved files. They are automatically included in the collection.

For more information on preserving data, see the Preservation in-place guide.

11.1.4 Requirements and limitations

Export requires an account with the eDiscovery Manager role and an Azure AD app registration with the
required delegated permissions.

Microsoft APIs do not support verifying that an inactive mailbox exists before collection. You will see failed col-
lections when a mailbox no longer exists.

Relativity collects mailbox data as .pst files.

If the password changes on the account used to generate the refresh token, all existing refresh tokens are inval-
idated. To continue collecting, go to Collect Admin, select the data source, click Edit, and generate a new
refresh token.

11.2 Collection size

Microsoft 365 collections can be large. When collection jobs become too large, performance decreases.

Large collections Best practices
200 GB per search Reduce search size
Multi-TB exports Limit the number of custodians per job. Collect supports a maximum of 30 custodians
per job.
Long date ranges with Use smaller date ranges.
many mailboxes
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Large collections Best practices

Large mailboxes Plan for 2 GB per hour per mailbox transfer throughput. For mailboxes larger than 25
GB, collection may take more than 24 hours.

11.2.1 Export duration for large mailboxes

Export duration is determined primarily by mailbox size and whether or not date range criteria are being used, as well
as the current load on Microsoft's services. Purview eDiscovery runs on shared, multi-tenant Microsoft 365
infrastructure, and Microsoft does not provide a service-level agreement or guaranteed throughput for export
operations.

Exports occur in two phases, and each contributes to the overall duration.

11.2.1.1 Phase 1: Export preparation in Microsoft
Microsoft packages the mailbox data before transferring any documents.

e While this phase is in progress, the document counter on the Collect monitoring page remains at zero, which is
normal.

* The counter reflects documents received by Collect. Nothing is transferred until preparation finishes.

e Forlarge mailboxes, this phase alone can take several hours or longer.

11.2.2 Phase 2: Data transfer

When preparation completes, documents begin transferring to Collect and the counter starts incrementing.

e Microsoft throttles transfer throughput. Throughput is typically around 2 GB per hour per mailbox.
e Completion of the preparation phase does not mean the collection is nearly finished.

¢ A 25 GB mailbox may require 12 or more hours of transfer time after preparation completes. A mailbox larger
than 25 GB may take several hours to more than 24 hours to fully collect.

Do not cancel or restart a collection solely because progress appears slow. Doing so restarts the export preparation
from the beginning.

If a large mailbox collection shows zero documents for more than 48 hours, contact Relativity Support.

11.3 Accessing Microsoft 365 tenants

Register the Collect application to access Microsoft 365.

When registering the application, the Microsoft 365 administrator creates a Microsoft Application ID and secret.
Relativity uses this ID and secret to configure data sources in Collect and provides access to the Microsoft 365
tenants.

You can register the application through Azure Portal or by registering the delegated permissions through the
Microsoft App Registration Portal. After registering the application, request administrator consent. From there, itis
possible to revoke application access.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.
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11.3.1 Registering the Collect application

Start with registering your application in the Azure portal by following the steps below.

Caution: The listed permissions and roles are required and supported by Relativity.
e Relativity does not support substitutions or reduced permissions.

e You can submit requests for alternative or reduced permissions as product feedback.

For more information on registering an application in the Azure portal, refer to documentation on Microsoft's site.

Note: These steps must be completed by a Microsoft 365 administrator.

-_—

Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Click App registrations.

Click New Registration to display the Register an application page.

Enter an application name in the Name field.

Accept the default setting, Accounts in this organizational directory only, as the supported account type.

Click Register.

© N o o &~ W DN

Once the application is registered, make note of the Application (client) ID and Directory (tenant) ID for use
later when configuring the data source in Relativity aiR Collect.

11.3.2 Obtaining a client secret

Next, obtain the client secret for the registered application in the Azure portal. For more information, see relevant
Microsoft documentation on the Microsoft site.

Note: These steps must be completed by a Microsoft 365 administrator.

-_—

From the registered application's page, click the Certificates & secrets option in the left navigation bar.
Click the Client secrets tab.
Click New client secret.

Enter a description for the client secret in the Description text box.

o M w0 DN

Select 730 days (24 months) from the Expires list. The client secret will expire after this time frame.
» Once the client secret expires, you must create a new client secret in the Azure portal as described in
these steps.

» Then you must update your Microsoft 365 Collect data sources with it. For more information, see Expired
Azure client secrets on the next page.

e For any additional assistance with client secrets, please contact the Azure Admin in your organization.

6. Click Add to create a new secret.

Caution: Microsoft will only show the secret value this one time. There is no way to recover a secret.

Relativity ar Collect - Microsoft 365 53


https://portal.azure.com/

7.

8.

Click the copy icon to copy the Secret Value to the clipboard.
e Paste it to a safe location.

* You will use the Secret Value later when creating the data source in Collect.
e Confirm you copy the Secret Value and not the Secret ID.

Give your Relativity Admin the Application ID and the Client Secret for setup of Collect.
 This application secret is also needed for setting up a Microsoft Entra ID integration point.

e For more information, see the Integration Points guide.

11.3.2.1 Expired Azure client secrets
If your Azure client secret expires, follow these steps:

1.

5.

Get a new secret as outlined in the steps above.

2. Goto Collect Admin in Relativity aiR.
3.
4

Select the desired data source that has expired, and click Edit.
Input the new client secret value in the Application Secret field.

Click Save.

You must repeat these steps for all Microsoft data sources that you have set up.

11.3.3 Setting API permissions

Each data source has its own set of permissions necessary to allow access to the tenants. To add the correct
permissions based on your selected Microsoft 365 data source, follow the steps below.

Note: These steps must be completed by a Microsoft 365 administrator.

1.

N o o B~ w0 DN

From the registered application's page, click the Manage > API permissions option in the left navigation bar.

Note: The User.Read permission is automatically added by default.

Click Add a permission.

Click Graph API.

Select Delegated Permissions.

Select the eDiscovery.ReadWrite.All permission from the Permission list.
Click Add permissions.

Click Grant Permission.
The window will show all permissions granted.

e Make a note of the application ID that Microsoft assigned to the app registration.
e This ID is also required for setup of data sources in Collect.
Click Add a permission.

Select APls my organization uses.
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10. Search for MicrosoftPurviewEDiscovery.
e If MicrosoftPurviewEDiscovery does not appear in the APls my organization uses list, you must first
register the app in Microsoft Entra ID.

e For more information, see Microsoft's Register the MicrosoftPurviewEDiscovery app in Microsoft Entra
ID documentation.

11. Select Application Permissions.
12. Select the eDiscovery.Download.Read permission from the Permission list.
13. Click Add permissions.

14. Click Grant Permission.
The window will show all permissions granted.

* Make a note of the application ID that Microsoft assigned to the app registration.
e This ID is also required for setup of data sources in Collect.

15. Verify that all permissions have been granted.

16. Click Add permissions.

17. Click Grant Permission.

18. Click Accept to grant the permissions.

All API permissions have been granted and you can start creating the data source in Relativity aiR.

11.4 Adding a redirect URI

After setting up API permissions, you must add a Redirect URI to the Azure Application Registration. Add the Redirect
URI with the following steps:

1. Inthe left-side menu console, click Authentication.

Note: It may appear as Authentication (Preview).

2. Click Add Redirect URI.
3. Click Web.

4. Enter your Redirect URI.

* Your Redirect URI is your Relativity aiR tenant domain URL plus /collect-ser-
vices/api/v1/Authentication/ms-auth-response.

e For example, https.//acme.corp.relativity.one/collect-services/api/v1/Authentication/ms-auth-response

11.5 Finding Azure credentials

If an application is already created and you need to find the application information to complete the Source Connection
step, follow the steps below in the Azure Portal. For more information, see relevant Microsoft documentation on the
Microsoft site.

1. Open your Azure Portal.
2. Click Microsoft Entra ID (formerly known as Azure Active Directory).

3. Navigate to Enterprise applications.
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4. In the list of applications, locate and click on your application.The application page displays.
5. Navigate to Properties.

6. Click the copy icon next to the Application ID. The ID is copied to your clipboard to use as needed.
Properties

Mame (11
| Documentation Test Il |

Application ID (O

| 3703fRa0-2cfa-43b3-2612-4. [y |

Object 1D D
| aB23fd67-0094-4fcc-90d8-1_. [y |

11.6 Limiting application registration access to accounts

Limit the access of Collect to specific Microsoft user accounts and mailboxes by using New-ServicePrincipal -Appld
<Client Application ID in AAD> -Objectld <Service principal object ID in AAD> -DisplayName <name>. For more
information, see Microsoft documentation.

11.7 Revoking application access

Revoke the application from the Azure portal or by using a PowerShell script. For more information, see Microsoft's
documentation.

11.7.1 Revoking access via Azure Portal
To revoke access from the Azure portal:
1. Open your Azure Portal.
2. Navigate to Enterprise Application.
3. Under All applications, search for your application and click its link.

4. Under Manage > Properties, click Delete.

Collect no longer has access.

11.7.2 Revoking access via Powershell

Revoke access in Powershell using the Remove-MsolServicePrincipal script. See the Powershell example below of
retrieving and deleting an application registration.

Revoking access via Powershell

Get-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a%9ee-ebl6e220d602

ExtensionData : System.Runtime.Serialization.ExtensionDataObject
AccountEnabled : True
Addresses : {3

Relativity ar Collect - Microsoft 365 56


https://learn.microsoft.com/en-us/exchange/permissions-exo/application-rbac
https://docs.microsoft.com/en-us/skype-sdk/trusted-application-api/docs/tenantadminconsent#revoking-tenant-admin-consent
https://docs.microsoft.com/en-us/skype-sdk/trusted-application-api/docs/tenantadminconsent#revoking-tenant-admin-consent
https://portal.azure.com/

AppPrincipalld : 19ab8a2e-ccce-4fa8-a%ee-ebl6e220d602

DisplayName : Relativity-Development-Application
ObjectId : 51798fb3-e72c-4373-8c63-6e7d0dd63ad7
ServicePrincipalNames : {19ab8a2e-ccce-4fa8-a%ee-ebl6e220d602}

TrustedForDelegation : False

Remove-MsolServicePrincipal -AppPrincipalIld 19ab8a2e-ccce-4fa8-a%ee-ebl6e220d602

11.8 Creating the data source in Collect

The Collection Admin tab is where you create, edit, and remove data sources from your workspace.

e You need to setup each data source once.

e You must create your data sources prior to setting up your custodian targets.

In Relativity aiR, navigate to Collect.

1. Click the New Collection Source Instance button.
2. Enterin aunique name for the data source.

3. Select a Microsoft 365 Inactive Mailbox data source.

Note: Collect automatically collects any data that is preserved due to an in-place hold or litigation hold. Data
on a hold is stored in a preservation library and separate folders. For more information, see Microsoft Reten-
tion Policies.

4. Enter the required information in Settings. For more information, see Settings fields below

5. Click Save.

After clicking Save, Relativity verifies the parameters and connectivity to the Microsoft 365 data source.

« If successful, Relativity saves the data source.

 If the connection fails, a message appears indicating that the connection failed.
o If verification fails, verify that the values are correct.

e The data source will save when it is corrected and is verified.
Once the set up is complete, the data source information on the Collect Admin page.
Settings fields

To connect Relativity to a Microsoft Outlook data source, you need to gather and enter the information for the following
fields:

e Tenant ID—enter the Tenant ID or Primary domain of the Microsoft 365 tenant the collection is intended for.
e The domain name usually ends with .onmicrosoft.com.

e Tolocate the tenant ID or primary domain name, see Microsoft documentation.

» Application Id—enter the Application ID created during registering the Collect application in Microsoft 365.
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» Application secret—enter the Application secret created during registering the Collect application in Microsoft
365. For more information, see Accessing Microsoft 365 tenants on page 52.

» Refresh token—after entering in the three pieces of information, click Generate Refresh Token.
e An authentication window appears.

 In the authentication window, you must get a refresh token from a Microsoft account with the Microsoft
eDiscovery Manager role assigned.

11.8.1 Data source details
Each data source details page includes an Action console. Each data source has different actions.

On the Microsoft Teams data source page, click Validate Connection in the Actions console to validate the client ID,
certificate, and other credentials with Microsoft 365.

11.9 Configuring the data source in Collect

In Relativity aiR, configure the data sources chosen in the Collection Details step.

11.9.1 Data source criteria
Add criteria to collect specific data. To configure the data sources, complete the following fields:

e Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

¢ Field—choose the field to filter on within the data source.

Note: You must add start and end dates when you are configuring the Outlook Calendar data source to com-
plete the Data Sources step.

e Operator—choose an operator, such as equals, contains, greater than, or less than.
e Value—enter a value to find in the selected field.
After selecting field options, you must click Add Criteria.

Details to know about criteria:

» Each criteria is then separated by an AND operator.

» Leave the data source criteria empty to collect all data from the sources.

11.9.2 Criteria

Filter a data source's data that you want to collect by adding criteria.
This section covers the different criteria for each data source. It also includes what can be searched within each data
source.

11.9.2.1 Inactive mailbox criteria
The following table lists the filter criteria supported for mailbox collections.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 52.

The following table lists the filter criteria supported for mailbox collections.
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All dates are in Coordinated Universal Time (UTC).

Criteria Operators Description Example

Email Does Not Equal, Equals, When you use the Email Received Date prop-| If you search “Less Than

Received | Greater Than, Greater erty in a query, the search returns all mes- 1/1/2020,” your results

Date Than or Equals, Less sages that equal or does not equal, greater or | include all emails received
Than, Less Than or Equals | less than the date entered. before January 1, 2020.

Email Does Not Equal, Equals, When you use the Email Sent Date property | If you search “Greater Than

Sent Date | Greater Than, Greater ina query, the search returns all messages | 1/1/2001,” your results
Than or Equals, Less :Eat etﬂ“ac: otr doets nc()jt equal, greaterorless | incjyde all emails sent after
Than, Less Than or Equals an the date entered. January 1, 2001.

12 Microsoft 365 - OneDrive data source

This topic provides details on how to capture Microsoft 365 OneDrive with Collect.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

12.1 Considerations

Consider the following when using the OneDrive data source:

» Relativity cannot collect shared, or public, OneDrive folders.
 |talso cannot collect OneDrive data for inactive user accounts.
e Collectretrieves the latest version of the document, even when versioning is enabled in Microsoft.

e When a user is under a preservation hold, multiple numbered versions of edited files may exist in the pre-
servation library. Collect retrieves all versions of files residing in the preservation library.

 If the Azure Application Registration secret changes or expires, update all Microsoft data sources that use that
registration. Go to Collect Admin, select each affected data source, click Edit, enter the new secret in the Applic-
ation Secret field, and click Save.

After taking everything under consideration, you can begin the task checklist.

12.2 Collection size

OneDirrive collections depend heavily on the size and structure of personal drives. Large drives benefit from targeted
scoping.

Category Details
Hard limits (enforced) 30 targets per job
Planning thresholds (guidance) 2 GB/hour per account (avg)
Large personal drives benefit from scoping
When to split Large drives across many custodians
Notes Throughput higher than Teams, lower than email
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Focus on limiting scope for large drives. Splitting by custodian groups or folders helps maintain predictable
performance.

12.3 Task checklist

The table lists the order to perform the necessary tasks for setting up the data source for Collect.

Note: Separate Microsoft data sources inside Collect can use the same Microsoft Azure app registration.
This means you only need to create one Microsoft Graph application and provide one Client ID and one Client
Secret. You can then enter that same set of credentials for Microsoft data sources within Collect.

Order Application Task
1 Azure Registering the Collect application below
2 Azure Obtaining a client secret on the next page
3 Azure Setting API permissions on page 62
4 Collect Creating the data source in Collect on page 65
5 Collect Configuring the data source in Collect on page 66

12.4 Accessing Microsoft 365 tenants

Register the Collect application to access Microsoft 365.

When registering the application, the Microsoft 365 administrator creates a Microsoft Application ID and secret. You
will use this ID and secret to configure data sources in Collect and provide access to the Office 365 tenants.

You can register the application through Azure Portal or by registering the application permissions through the
Microsoft App Registration Portal. After registering the application, request administrator consent. From there, itis
possible to revoke application access.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

12.4.1 Registering the Collect application

Register your application permissions through Azure Portal to access tenants.

Start with registering your application in the Azure portal by following the steps below.

Caution: The listed permissions and roles are required and supported by Relativity.
e Relativity does not support substitutions or reduced permissions.

* You can submit requests for alternative or reduced permissions as product feedback.

For more information on registering an application in the Azure portal, refer to documentation on Microsoft's site.

Note: These steps must be completed by a Microsoft 365 administrator.

1. Open your Azure Portal.

2. Click Microsoft Entra ID (formerly known as Azure Active Directory).
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Click App registrations.

Click New Registration to display the Register an application page.

Enter an application name in the Name field.

Accept the default setting, Accounts in this organizational directory only, as the supported account type.

Click Register.
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Once the application is registered, make note of the Application (client) ID and Directory (tenant) ID for use
later when configuring the data source in Relativity aiR Collect.

12.4.2 Obtaining a client secret

Next, obtain the client secret for the registered application in the Azure portal. For more information, see relevant
Microsoft documentation on the Microsoft site.

Note: These steps must be completed by a Microsoft 365 administrator.

1. From the registered application's page, click the Certificates & secrets option in the left navigation bar.
2. Click the Client secrets tab.

3. Click New client secret.

4. Enter a description for the client secret in the Description text box.

5. Select 730 days (24 months) from the Expires list. The client secret will expire after this time frame.

e Once the client secret expires, you must create a new client secret in the Azure portal as described in
these steps.

» Then you must update your Microsoft 365 Collect data sources with it. For more information, see Expired
Azure client secrets below.

e For any additional assistance with client secrets, please contact the Azure Admin in your organization.

6. Click Add to create a new secret.

Caution: Microsoft will only show the secret value this one time. There is no way to recover a secret.

7. Click the copy icon to copy the Secret Value to the clipboard.
o Paste it to a safe location.

* You will use the Secret Value later when creating the data source in Collect.
e Confirm you copy the Secret Value and not the Secret ID.

8. Give your Relativity Admin the Application ID and the Client Secret for setup of Collect.
e This application secret is also needed for setting up a Microsoft Entra ID integration point.

e For more information, see the Integration Points guide.

12.4.2.1 Expired Azure client secrets
If your Azure client secret expires, follow these steps:

1. Getanew secret as outlined in the steps above.
2. Goto Collect Admin in Relativity aiR.

3. Select the desired data source that has expired, and click Edit.
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4. Input the new client secret value in the Application Secret field.

5. Click Save.

You must repeat these steps for all Microsoft data sources that you have set up.

12.4.3 Setting APl permissions

Each data source has its own set of permissions necessary to allow access to the tenants. To add the correct
permissions based on your selected Microsoft 365 data source, follow the steps below.

Note: These steps must be completed by a Microsoft 365 administrator.

1. From the registered application's page, click the APl permissions option in the left navigation bar. The User-
.Read permission is automatically added by default.

Click Add a permission.
Click Microsoft Graph.

Select Application Permissions.
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Select the following permissions from the Permission list. Refer to Azure Application Registration Permissions
for Collect below for more information about these permissions.

* Files.Read.All

» Sites.Read.All

e User.Read.All
6. Click Add permissions.
7. Click Grant Permission.

8. Make a note of the application ID that Microsoft assigned to the app registration. This ID is also required for
setup of data sources in Collect.

9. The window will show all permissions granted. Verify that all permissions have been granted.
10. Click Accept to grant the permissions.

12.4.3.1 Azure Application Registration Permissions for Collect

The Collect application in Relativity aiR is a tool designed to streamline the data collection process for eDiscovery. Its
primary purpose is to gather data from various sources, such as cloud-based applications and other data repositories,
in a manner that is secure, defensible, and efficient. Collect aims to reduce the time and effort involved in data
collection, ensuring that the data is accurate and complete, while maintaining chain of custody and compliance with
legal and regulatory requirements.

Due to the architecture of the Collect application, Delegated permission can’t be used and are not supported. The
Collect application requires the use of Microsoft Graph API Azure Application permissions to facilitate the collection of
data that occurs in processes running in the background.

The Collect application requires specific Graph API Application permissions be granted to an Azure Application
Registration to facilitate efficient and comprehensive data collection for e-discovery and compliance purposes.

Following is an explanation of each Azure application Graph API permission required and why it is needed to support
collections of M365 data. For a PDF of this information, see Azure Application Registration Permissions for Collect.

Required Azure Application Graph API Permissions:

1. Calendars.Read—this permission allows Relativity to access calendar events. For e-discovery, it's important
to capture calendar data as it can provide crucial context, timelines, and evidence related to the case or

Relativity ar Collect - Microsoft 365 62


Azure Permissions Explained_MS.pdf

10.

11.

12.

13.

14.

investigation.

ChannelMember.Read.All—this permission provides access to the membership information of all Teams
channels. It allows Relativity to see who is part of each channel, which can be important for understanding who
had access to certain communications and information during an investigation.

ChannelMessage.Read.All—this permission provides access to all messages in Microsoft Teams channels. It
allows Relativity to capture and review conversations and discussions that take place in Teams channels, which
may contain pertinent information for legal or compliance purposes.

Chat.Read.All—this permission enables Relativity to read all chat messages in Microsoft Teams. This includes
private chats between users. Access to these messages is essential for gathering complete communication
records and ensuring that no relevant information is overlooked in an investigation.

Contacts.Read—this permission allows access to contacts and is necessary to gather information about com-
munications and relationships between individuals, which can be critical in understanding the full scope of inter-
actions and connections in an investigation.

eDiscovery.Download.Read—this permission allows Relativity to download export packages and item reports
from Microsoft Purview eDiscovery. These exports can contain documents, emails, Teams messages, and
other collected data that are relevant to a legal matter or compliance review. This permission is required to
retrieve exported data from Microsoft Purview for processing and review.

eDiscovery.ReadWrite.All—this permission allows Relativity to read and manage Microsoft Purview eDis-
covery objects, including cases, custodians, holds, searches, review sets, and exports. It enables Relativity to
create and manage e-discovery workflows programmatically, helping organizations automate the identification,
preservation, collection, and review of potentially relevant information for legal and compliance matters.

Files.Read.All—this permission enables Relativity to access all files in OneDrive and SharePoint. Itis essential
for collecting documents, spreadsheets, presentations, and other files that might contain relevant information
for a legal matter or compliance review. This permission is also required to support collection of linked OneDrive
and SharePoint files in Outlook emails and Teams chats.

Full_access_as_app Permission—the Microsoft Graph API does not support accessing Outlook Online
Archives (Archived Mailboxes). We utilize Microsoft's Exchange Web Services (EWS) API to collect Archived
Mailboxes.

Group.Read.All—this permission allows Relativity to read all groups in the directory, including their properties
and memberships. It helps in understanding the structure and membership of various groups within the organ-
ization, which can be important for context in e-discovery and compliance scenarios.

Mail.Read—this permission allows access to emails, which is one of the core components of e-discovery. This
permission allows Relativity to read email messages in users' mailboxes to identify, preserve, and analyze com-
munications that are pertinent to the case.

Sites.Read.All—this permission allows Relativity to access all SharePoint sites, including content and
metadata. It ensures that any relevant information stored in SharePoint sites can be collected and reviewed.

Team.ReadBasic.All—this permission allows Relativity to read basic properties of all Teams. It helps in identi-
fying and understanding the different Teams within the organization, their purposes, and their memberships,
which can be relevant for investigations and compliance checks.

TeamsTab.Read.All—this permission allows Relativity to read the properties of all tabs in Microsoft Teams.
Tabs can contain important resources, documents, and tools that users interact with. Access to this information
can provide additional context and insights into the work and communications of users.
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15. User.Read.All—this permission provides access to read the properties and membership of users. It is useful
for identifying and understanding the roles, permissions, and activities of different users within the organization,
which can be relevant for investigations and compliance checks.

12.5 Finding Azure credentials

If an application is already created and you need to find the application information to complete the Source Connection
step, follow the steps below in the Azure Portal. For more information, see relevant Microsoft documentation on the
Microsoft site.

1. Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Navigate to Enterprise applications.

In the list of applications, locate and click on your application.The application page displays.

Navigate to Properties.
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Click the copy icon next to the Application ID. The ID is copied to your clipboard to use as needed.
Properties

Mame (I

| Documentation Test Il |

Application ID (O
| 3203f830-2cfa-43b3-3612-4.. [y |

Object 1D D
| aB23fd67-0004-Afcc-00dB-1_. Y |

12.6 Revoking application access

Revoke the application from the Azure portal or by using a PowerShell script. For more information, see Microsoft's
documentation.

12.6.1 Revoking access via Azure Portal
To revoke access from the Azure portal:
1. Open your Azure Portal.
2. Navigate to Enterprise Application.
3. Under All applications, search for your application and click its link.
4. Under Manage > Properties, click Delete.

Collect no longer has access.

12.6.2 Revoking access via Powershell

Revoke access in Powershell using the Remove-MsolServicePrincipal script. See the Powershell example below of
retrieving and deleting an application registration.

Get-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602
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ExtensionData : System.Runtime.Serialization.ExtensionDataObject
AccountEnabled : True
Addresses : {}
AppPrincipalld : 19ab8a2e-ccce-4fa8-a9ee-eb16€220d602
DisplayName : Relativity-Development-Application
Objectld : 51798fb3-e72c-4373-8c63-6e7d0dd63ad7
ServicePrincipalNames : {19ab8a2e-ccce-4fa8-a9ee-eb16e220d602}
TrustedForDelegation : False

Remove-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a%ee-eb16e220d602

12.7 Creating the data source in Collect

The Collection Admin tab is where you create, edit, and remove data sources from your workspace. Setup only needs
to be done once for each data source. You must create your data sources prior to setting up your custodian targets.

In Relativity aiR, navigate to Collect.

1. Click the New Collection Source Instance button.
2. Enter a unique name for the data source.

3. Select M365 - OneDrive or G365 - OneDrive.

Note: Collect automatically collects any preserved data that has an in-place hold or litigation hold. Microsoft
stored data on a hold in a preservation library and separate folders. For more information, see Microsoft
Retention Policies.

4. Enter the required information in Settings. For more information, see Settings fields below.

5. Click Save.

After clicking Save, Relativity verifies the parameters and connectivity to the Microsoft 365 data source. If successful,
Relativity saves the data source. If the connection fails, a message appears indicating that the connection failed. If
verification fails, verify that the values are correct. Relativity will save the data source when you correct it and it's
verified.

Once the set up is complete, the data source information on the Collect Admin page.

12.8 Settings fields

To connect Relativity to a Microsoft OneDrive data source, you need to gather and enter the information for the
following fields:

¢ Domain—enter the Tenant ID or Primary domain (domain name usually ends with .onmicrosoft.com) of the
Microsoft 365 tenant the collection is intended for. To locate the tenant ID or primary domain name, see
Microsoft documentation.

» Application Id—enter the Application ID created during registering the Collect application in Microsoft 365.

« Application secret—enter the Application Secret created during registering the Collect application in Microsoft
365.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
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collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

12.8.1 Data source details
Each data source details page includes an Action console. Each data source has different actions.

On the Microsoft Teams data source page, click Validate Connection in the Actions console to validate the client ID,
certificate, and other credentials with Microsoft 365.

12.9 Configuring the data source in Collect

In Relativity aiR, configure the data sources chosen in the Collection Details step.

12.9.1 Data source criteria
Add criteria to collect specific data. To configure the data sources, complete the following fields:

e Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

» Field—choose the field to filter on within the data source.
e Operator—choose an operator such as equals, contains, greater than, or less than.
» Value—enter a value to find in the selected field.

After selecting field options, you must click Add Criteria.

Details to know about criteria:
e Each criteria is then separated by an AND operator.
e Leave the data source criteria empty to collect all data from the sources.

12.9.1.1 Criteria

Filter a data source's data that you want to collect by adding criteria. This section covers the different criteria for each
data source. It also includes what you can search within each data source. The criteria options change based on the
Microsoft 365 Archived mailbox data source.

The following table lists the filter criteria support for OneDrive collections.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 60.

When using search criteria to filter for Microsoft 365 OneDrive, different operators can return different results.
Knowing the search operators is crucial.

The keyword search criteria uses the Search In operator. When using the Search In operator:

» Search for a phrase by entering the phrase without any OR operators into the Value text box.
Example: acme corp contract

e Search for individual keywords by entering the keywords and separating them with an OR in the Value text box.
Example: cat OR dog OR mouse

Notes: Enter the OR operator with all capital letters. You should add keywords and phrases in lower case
only.
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» Keywords hit on matches and if a word is prefixed with a keyword.
Example: "Work" will return "workday" and "workplace"

All dates are in Coordinated Universal Time (UTC).

Greater Than or
Equals, Less Than,
Less Than or Equals

messages that equal/doesn’t equal,
greater/less than the date entered.

Criteria Operators Description Example
File Exten- Equal, Does Not Equal, | When you use the File Extension If you search “Contains docx,” your
sion Contains property in a query, the search results include all Microsoft Word
returns all files that contain the files saved with that extension.
entered file extension.
File Path Equal, Does Not Equal, | When you use the File Path property | If you search “Contains doc-
Contains in a query, the search returns all uments/Relativity,” your results
messages iqllga'S/dif‘s ”<t>t e%“a' Or|include all files within the listed
contain the folaer path entered. folder and any folder beyond the
file path entered.
File Name Equal, Does Not Equal, | When you use the File Name property | If you search “Equals Important_
Contains in a query, the search returns all files | Document,” your results include all
that equals/does not equal or contain | files with that text in the filename.
the value entered.
Creation Equals, Does Not When you use the Creation Date prop-| If you search “Greater Than
Date Equal, Greater Than, erty in a query, the search returns all | 1/1/2001,” your results include all

messages created after January 1,
2001.

Modification
Date

Equals, Does Not
Equal, Greater Than,
Greater Than or
Equals, Less Than,
Less Than or Equals

When you use the Modification Date
property in a query, the search
returns all updated files that equal/-
doesn’t equal, greater/less than the
date entered.

If you search “Less Than
1/1/2020,” your results include all
files modified before January 1,
2020.

Keyword
Search

Search In

When you use the Keyword Search
property in a query, the search
returns all files containing the
searched text.

If you search “Relativity,” your res-
ults include all files that contain the
searched text in the file.

12.9.2 Collecting preserved files

When running a collection with Microsoft OneDrive, Relativity collects all available files, including preserved files. You
do not need to take extra steps to collect preserved files as they are automatically included in the collection.For more
information on preserving data, see the Legal Hold guide.

When a user account is placed under a preservation hold, Microsoft creates a preservation library for OneDrive. The
contents of the preservation library are automatically included in collections.

When files are on a preservation hold in Microsoft 365, Microsoft preserves original copies of any deleted or modified
items. Microsoft stores preserved files in the Preservation Library. Collect automatically collects from these file

locations.

Relativity collects all versions of the document available in the preservation library. Collecting all versions of a

document means that Relativity collects multiple versions of the same file with the corresponding SHA-256 hashes for
each version of the data. If there were changes in the file version, the hash should be unique. For more information on
hash identifiers, see Hash identifier - SHA-256 on page 120.
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13 Microsoft 365 - Outlook data source

Microsoft is deprecating the Exchange Web Services (EWS) API on October 1, 2026. The Microsoft 365 Outlook con-
nector uses EWS to collect archived mailboxes and will no longer support archived mailbox collection after that date.
After this date, you can use the Microsoft 365 - Mailboxes data source. The M365 - Mailboxes connector uses the
Microsoft Purview APl and supports primary, archived, and inactive mailboxes in a single collection job.

Fore more information, see Microsoft 365 - Mailboxes data source on page 50.

This topic provides details on how to capture Microsoft 365 Outlook mailbox, calendars, contacts, and archive
mailboxes with Collect.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

13.1 Considerations

Note the following considerations about Microsoft 365 Outlook data sources:

13.1.1 Mailbox types and required permissions

Relativity supports collection from both standard and archived mailboxes. These mailbox types are treated as
separate data sources and require specific configuration.

» Relativity can collect standard mailboxes and archived mailboxes, which are treated as two distinct data
sources.

» Each mailbox type requires specific permissions to be configured in the Azure application registration.

» Standard Outlook mailboxes do not collect the contents of any shared mailboxes custodians have access to.
« Shared mailboxes have to be collected separately using the email address of the shared mailbox.

e This avoids collecting duplicate emails across relevant custodians that share a mailbox.
» Collecting online archived mailboxes requires modern authentication.

e For archived mailbox collection using modern authentication, the Azure app registration must include the
Exchange Web Services full_access _as_app permission, along with the required Tenant ID, Client ID, and Cli-
ent Secret.

13.1.2 Search and pre-collection filtering

Microsoft limits the filtering capabilities available before collection. As a result, search behavior may differ from other
Microsoft and Relativity tools.

e Pre-collection filtering is limited by Microsoft.
e Search does not mimic search capabilities in either Microsoft Purview or Relativity dtSearch.

» Purview export results may not match the Collect job details if the filters or scope are different. When the set-
tings don’'t match, the results will be different.

 Differences in supported operators and scope can cause confusion about what data is included in a collection.
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13.1.3 Data source capabilities and limits

Different Microsoft data sources support different content types and scenarios.
e The Outlook data source supports collection of linked, or modern, attachments.
e The Outlook data source does not support collection of private, one-on-one Microsoft Teams chats.
¢ You must use the Teams data source to collect private one-on-one Teams chats

« Ifthe Azure Application Registration secret changes or expires, update all Microsoft data sources that use that
registration. Go to Collect Admin, select each affected data source, click Edit, enter the new secret in the Applic-
ation Secret field, and click Save.

e For more information, see Microsoft 365 - Teams data source on page 96.

13.1.4 Government cloud and environment considerations
Government cloud environments require specific connector selection and may have additional network requirements.

 If you have a GCC High tenant, you must use the GCC High connector when setting up a data source. For more
information, see Microsoft's GCC High endpoints documentation.

 Ifyou are using GCC, non-High, you can use the standard Microsoft 365 commercial connector.
e Government 365 collections include archived mailboxes.

 If you are using the Government 365 version of a Microsoft connector where the tenant URL ends in .us, you
must add Relativity aiR Collect outbound IP addresses to the SharePoint allow-list. For more information, see
Control access based on network location.

e To obtain the current list of outbound IP addresses, contact the Cloud Services team by submitting a Product
Support request through the Contact Support page.

13.1.5 Network access and IP restrictions
Network controls may impact Collect connectivity and should be configured carefully.
» Restricting Microsoft access based solely on IP addresses may prevent Collect from working as expected.

e Certain outbound IP addresses must be allowed by your IT or network team to enable required communication
between your Relativity instance and Microsoft services.

e For current outbound IP allow-listing guidance, see the Relativity Community.

13.2 Collection size

Calendar data is typically smaller than email but can still grow significantly with long historical ranges across multiple
custodians.

13.2.1 Mailbox

Use this guidance to plan Outlook email collections. Email collections scale quickly with both mailbox size and time
range, so careful scoping is critical to avoid long-running jobs.

Category Details

Hard limits (enforced) 30 targets per job
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Category Details

Planning thresholds (guidance) Multi-year calendars across many custodians slow down
When to split Multi-year ranges
Notes Typically smaller than email but scales with history

Email is a fast-moving data sources but also is sensitive to scale. Split jobs early when combining large custodians
and long time frames.

13.2.2 Calendar

Calendar data is typically smaller than email but can still grow significantly with long historical ranges across multiple
custodians.

Category Details
Hard limits (enforced) 30 targets per job
Planning thresholds (guidance) Multi-year calendars across many custodians slow down
When to split Multi-year ranges
Notes Typically smaller than email but scales with history

Calendar collections are usually lightweight, but multi-year, multi-custodian jobs should still be segmented.

13.3 Task checklist

The table lists the order to perform the necessary tasks for setting up the data source for Collect.

Note: Separate Microsoft data sources inside Collect can use the same Microsoft Azure app registration.
This means you only need to create one Microsoft Graph application and provide one Client ID and one Client
Secret. You can then enter that same set of credentials for Microsoft data sources within Collect.

Order Application Task
1 Azure Registering the Collect application on the next page
2 Azure Obtaining a client secret on the next page
3 Azure Setting API permissions on page 72
4 Collect Creating the data source in Collect on page 76
5 Collect Configuring the data source in Collect on page 77

13.4 Accessing Microsoft 365 tenants

Register the Collect application to access Microsoft 365. When registering the application, the Microsoft 365
administrator creates a Microsoft Application ID and secret.

Relativity uses this ID and secret to configure data sources in Collect and provides access to the Microsoft 365
tenants. You can register the application through Azure Portal or by registering the application permissions through
the Microsoft App Registration Portal. After registering the application, request administrator consent. From there, it is
possible to revoke application access.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
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365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

13.4.1 Registering the Collect application

Start with registering your application in the Azure portal by following the steps below.

Caution: The listed permissions and roles are required and supported by Relativity.
» Relativity does not support substitutions or reduced permissions.

* You can submit requests for alternative or reduced permissions as product feedback.

For more information on registering an application in the Azure portal, refer to documentation on Microsoft's site.

Note: These steps must be completed by a Microsoft 365 administrator.

-

Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Click App registrations.

Click New Registration to display the Register an application page.

Enter an application name in the Name field.

Accept the default setting, Accounts in this organizational directory only, as the supported account type.

Click Register.
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Once the application is registered, make note of the Application (client) ID and Directory (tenant) ID for use
later when configuring the data source in Relativity aiR Collect.

13.4.2 Obtaining a client secret

Next, obtain the client secret for the registered application in the Azure portal. For more information, see relevant
Microsoft documentation on the Microsoft site.

Note: These steps must be completed by a Microsoft 365 administrator.

-

From the registered application's page, click the Certificates & secrets option in the left navigation bar.
Click the Client secrets tab.
Click New client secret.

Enter a description for the client secret in the Description text box.
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Select 730 days (24 months) from the Expires list. The client secret will expire after this time frame.
* Once the client secret expires, you must create a new client secret in the Azure portal as described in
these steps.

* Then you must update your Microsoft 365 Collect data sources with it. For more information, see Expired
Azure client secrets on the next page.

e For any additional assistance with client secrets, please contact the Azure Admin in your organization.
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6. Click Add to create a new secret.

Caution: Microsoft will only show the secret value this one time. There is no way to recover a secret.

7. Click the copy icon to copy the Secret Value to the clipboard.

8.

e Paste it to a safe location.
* You will use the Secret Value later when creating the data source in Collect.
e Confirm you copy the Secret Value and not the Secret ID.

Give your Relativity Admin the Application ID and the Client Secret for setup of Collect.
 This application secret is also needed for setting up a Microsoft Entra ID integration point.

e For more information, see the Integration Points guide.

13.4.2.1 Expired Azure client secrets
If your Azure client secret expires, follow these steps:

1.

5.

Get a new secret as outlined in the steps above.

2. Goto Collect Admin in Relativity aiR.
3.
4

Select the desired data source that has expired, and click Edit.
Input the new client secret value in the Application Secret field.

Click Save.

You must repeat these steps for all Microsoft data sources that you have set up.

13.4.3 Setting APl permissions

Each data source has its own set of permissions necessary to allow access to the tenants. To add the correct
permissions based on your selected Microsoft 365 data source, take the following steps:

Note: These steps must be completed by a Microsoft 365 administrator.

o M w0 DN

. From the registered application's page, click the Manage > API permissions option in the left navigation bar.

The User.Read permission is automatically added by default.
Click Add a permission.

Click Microsoft Graph.

Select Application Permissions.

Select the following permissions from the Permission list.
Refer to Azure Application Registration Permissions for Collect below for more information about these per-
missions.

e Calendars.Read
e Contacts.Read
* Files.Read.All
e Mail.Read

o Sites.Read.All
* User.Read.All
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6. Click Add permissions.

7. Click Grant Permission.
The window will show all permissions granted.

» Make a note of the application ID that Microsoft assigned to the app registration.
e This ID is also required for setup of data sources in Collect.

8. Verify that all permissions have been granted.

9. Click Accept to grant the permissions.

To add permissions for Microsoft 365 online archived mailboxes:

N

Click Add a permission.

Click the APIs my organization use.

Select Office 365 Exchange Online.

Select Application Permissions.

Select the full_access_as_app permission from the Permission list.

Click Add permissions.

N o o B~ DN

Click Grant Permission.
The window will show all permissions granted.

8. Verify that all permissions have been granted.
9. Click Accept to grant the permissions.

All API permissions have been granted and you can start creating the data source in Relativity aiR.

13.4.3.1 Azure Application Registration Permissions for Collect

The Collect application in Relativity aiR is a tool designed to streamline the data collection process for eDiscovery. Its
primary purpose is to gather data from various sources, such as cloud-based applications and other data repositories,
in a manner that is secure, defensible, and efficient. Collect aims to reduce the time and effort involved in data
collection, ensuring that the data is accurate and complete, while maintaining chain of custody and compliance with
legal and regulatory requirements.

Due to the architecture of the Collect application, Delegated permission can’t be used and are not supported. The
Collect application requires the use of Microsoft Graph API Azure Application permissions to facilitate the collection of
data that occurs in processes running in the background.

The Collect application requires specific Graph API Application permissions be granted to an Azure Application
Registration to facilitate efficient and comprehensive data collection for e-discovery and compliance purposes.

Following is an explanation of each Azure application Graph API permission required and why it is needed to support
collections of M365 data. For a PDF of this information, see Azure Application Registration Permissions for Collect.

Required Azure Application Graph API Permissions:

1. Calendars.Read—this permission allows Relativity to access calendar events. For e-discovery, it's important
to capture calendar data as it can provide crucial context, timelines, and evidence related to the case or invest-
igation.

2. ChannelMember.Read.All—this permission provides access to the membership information of all Teams
channels. It allows Relativity to see who is part of each channel, which can be important for understanding who
had access to certain communications and information during an investigation.
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10.

11.

12.

13.

14.

15.

ChannelMessage.Read.All—this permission provides access to all messages in Microsoft Teams channels. It
allows Relativity to capture and review conversations and discussions that take place in Teams channels, which
may contain pertinent information for legal or compliance purposes.

Chat.Read.All—this permission enables Relativity to read all chat messages in Microsoft Teams. This includes
private chats between users. Access to these messages is essential for gathering complete communication
records and ensuring that no relevant information is overlooked in an investigation.

Contacts.Read—this permission allows access to contacts and is necessary to gather information about com-
munications and relationships between individuals, which can be critical in understanding the full scope of inter-
actions and connections in an investigation.

eDiscovery.Download.Read—this permission allows Relativity to download export packages and item reports
from Microsoft Purview eDiscovery. These exports can contain documents, emails, Teams messages, and
other collected data that are relevant to a legal matter or compliance review. This permission is required to
retrieve exported data from Microsoft Purview for processing and review.

eDiscovery.ReadWrite.All—this permission allows Relativity to read and manage Microsoft Purview eDis-
covery objects, including cases, custodians, holds, searches, review sets, and exports. It enables Relativity to
create and manage e-discovery workflows programmatically, helping organizations automate the identification,
preservation, collection, and review of potentially relevant information for legal and compliance matters.

Files.Read.All—this permission enables Relativity to access all files in OneDrive and SharePoint. It is essential
for collecting documents, spreadsheets, presentations, and other files that might contain relevant information
for a legal matter or compliance review. This permission is also required to support collection of linked OneDrive
and SharePoint files in Outlook emails and Teams chats.

Full_access_as_app Permission—the Microsoft Graph API does not support accessing Outlook Online
Archives (Archived Mailboxes). We utilize Microsoft's Exchange Web Services (EWS) API to collect Archived
Mailboxes.

Group.Read.All—this permission allows Relativity to read all groups in the directory, including their properties
and memberships. It helps in understanding the structure and membership of various groups within the organ-
ization, which can be important for context in e-discovery and compliance scenarios.

Mail.Read—this permission allows access to emails, which is one of the core components of e-discovery. This
permission allows Relativity to read email messages in users' mailboxes to identify, preserve, and analyze com-
munications that are pertinent to the case.

Sites.Read.All—this permission allows Relativity to access all SharePoint sites, including content and
metadata. It ensures that any relevant information stored in SharePoint sites can be collected and reviewed.

Team.ReadBasic.All—this permission allows Relativity to read basic properties of all Teams. It helps in identi-
fying and understanding the different Teams within the organization, their purposes, and their memberships,
which can be relevant for investigations and compliance checks.

TeamsTab.Read.All—this permission allows Relativity to read the properties of all tabs in Microsoft Teams.
Tabs can contain important resources, documents, and tools that users interact with. Access to this information
can provide additional context and insights into the work and communications of users.

User.Read.All—this permission provides access to read the properties and membership of users. It is useful
for identifying and understanding the roles, permissions, and activities of different users within the organization,
which can be relevant for investigations and compliance checks.
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13.5 Finding Azure credentials

If an application is already created and you need to find the application information to complete the Source Connection
step, follow the steps below in the Azure Portal. For more information, see relevant Microsoft documentation on the
Microsoft site.

1. Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Navigate to Enterprise applications.

In the list of applications, locate and click on your application.The application page displays.

Navigate to Properties.

S

Click the copy icon next to the Application ID. The ID is copied to your clipboard to use as needed.
Properties

Mame (1

| Documentation Test '} |

Application IO (O

| 3203f2a0-2cfa-48b3-3612-4.. Iy |

Object ID D
| aB23fd67-0004-4fcc-00dE-1... [y |

13.6 Limiting application registration access to accounts

Limit the access of Collect to specific Microsoft user accounts and mailboxes by using New-ServicePrincipal -Appld
<Client Application ID in AAD> -Objectld <Service principal object ID in AAD> -DisplayName <name>. For more
information, see Microsoft documentation.

13.7 Revoking application access

Revoke the application from the Azure portal or by using a PowerShell script. For more information, see Microsoft's
documentation.

13.7.1 Revoking access via Azure Portal
To revoke access from the Azure portal:
1. Open your Azure Portal.
2. Navigate to Enterprise Application.
3. Under All applications, search for your application and click its link.
4. Under Manage > Properties, click Delete.

Collect no longer has access.

13.7.2 Revoking access via Powershell

Revoke access in Powershell using the Remove-MsolServicePrincipal script. See the Powershell example below of
retrieving and deleting an application registration.
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Get-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

ExtensionData : System.Runtime.Serialization.ExtensionDataObject
AccountEnabled : True
Addresses : {}
AppPrincipalld : 19ab8a2e-ccce-4fa8-a9ee-eb16€220d602
DisplayName : Relativity-Development-Application
Objectld : 51798fb3-e72c-4373-8¢c63-6e7d0dd63ad7
ServicePrincipalNames : {19ab8a2e-ccce-4fa8-a9ee-eb16e220d602}
TrustedForDelegation : False

Remove-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

13.8 Creating the data source in Collect

The Collection Admin tab is where you create, edit, and remove data sources from your workspace. You need to setup
each data source once. You must create your data sources prior to setting up your custodian targets.

In Relativity aiR, navigate to Collect.
1. Click the New Collection Source Instance button.
2. Enterin a unique name for the data source.

3. Select a Microsoft 365 Outlook data source.

Note: Collect automatically collects any data that is preserved due to an in-place hold or litigation hold. Data
on a hold is stored in a preservation library and separate folders. For more information, see Microsoft Reten-
tion Policies.

4. Enterthe required information in Settings. For more information, see Settings fields below
5. Click Save.

After clicking Save, Relativity verifies the parameters and connectivity to the Microsoft 365 data source.

 If successful, Relativity saves the data source.

« Ifthe connection fails, a message appears indicating that the connection failed.
« If verification fails, verify that the values are correct.

¢ The data source will save when it is corrected and is verified.

Once the set up is complete, the data source information on the Collect Admin page.

13.9 Settings fields

To connect Relativity to a Microsoft Outlook data source, you need to gather and enter the information for the following
fields:

¢ Domain—enter the Tenant ID or Primary domain, domain name usually ends with .onmicrosoft.com, of the
Microsoft 365 tenant the collection is intended for. To locate the tenant ID or primary domain name, see
Microsoft documentation.

» Application Id—enter the Application ID created during registering the Collect application in Microsoft 365.
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» Application secret—enter the Application secret created during registering the Collect application in Microsoft
365. For more information, see Accessing Microsoft 365 tenants on page 70.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

13.9.1 Data source details
Each data source details page includes an Action console. Each data source has different actions.

On the Microsoft Teams data source page, click Validate Connection in the Actions console to validate the client ID,
certificate, and other credentials with Microsoft 365.

13.10 Configuring the data source in Collect

In Relativity aiR, configure the data sources chosen in the Collection Details step.

13.10.1 Data source criteria
Add criteria to collect specific data. To configure the data sources, complete the following fields:

» Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

¢ Field—choose the field to filter on within the data source.

Note: You must add start and end dates when you are configuring the Outlook Calendar data source to com-
plete the Data Sources step.

e Operator—choose an operator, such as equals, contains, greater than, or less than.
* Value—enter a value to find in the selected field.
After selecting field options, you must click Add Criteria.

Details to know about criteria:

e Each criteria is then separated by an AND operator.

e Leave the data source criteria empty to collect all data from the sources.

13.10.2 Criteria

Filter a data source's data that you want to collect by adding criteria. This section covers the different criteria for each
data source. It also includes what can be searched within each data source. The criteria options change based on the
Microsoft 365 Outlook data source.

13.10.2.1 Microsoft 365 Outlook mailbox
Relativity collects all items in visible folders within Outlook's inbox and custom folders. Relativity collects hidden
folders that exist under the Top of Information Store.

Note: The Microsoft 365 Outlook mailbox data source does not include soft deleted mailboxes, archived mailboxes,
conversation history, notes, or tasks in the collections. To collect archived Outlook mailbox data, see Microsoft 365
archive mailboxes on page 81.
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Another difference is the separation of calendar items and outlook contacts. Microsoft combines those two items with
the Outlook mailbox. Relativity separates them into different data sources. For more information, see Microsoft 365
Outlook contacts on page 81 and Microsoft 365 Outlook calendar on page 80.

The following list is a list of file classes included in Outlook mailbox collections.

Collected file classes
e IPM.Activity

e |[PM.Document

e IPM.OLE.Class
e IPM

e |IPM.Post

e |IPM.StickyNote
e |IPM.Recall.Report
* |IPM.Remote

e IPM.Report

e |[PM.Resend

* |PM.Schedule

e IPM.TaskRequest

All dates are in Coordinated Universal Time (UTC).

Collect all emails with attachments regardless of criteria

This data source also includes the Collect all emails with attachments regardless of criteria toggle. If you are using
keyword search criteria, we recommend enabling the toggle, regardless of keyword search results, because
searching email attachments is not supported through the Microsoft Graph API.

Use the Collect all emails with attachments regardless of criteria to collect all emails with attachments, including ones
that do not match the selected keyword search criteria.

e Enabled—toggle on to collect emails that match the keyword search criteria, emails that match other criteria
such as date range, and all emails with attachments regardless of keyword search criteria.
For example, if you add a date range and keywords, Collect pulls the following:

e Emails with keywords in the body.
» Emails within the specified date range.
e Emails with attachments within the date range.
» Disabled—toggle off to collect only emails that match the search criteria.

Other filter criteria still applies to the collection. For example, if you specify a date range along with keywords, Collect
does not return any emails outside the date range. It returns the emails within the date range that are either responsive
to the keywords or have an attachment.

Outlook mailbox criteria
The following table lists the filter criteria supported for mailbox collections.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 70.
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When using search criteria to filter for Outlook Mailbox, different operators can return different results. For example,
the search criteria uses Search In and it does not use Contains. When using the Search In operator:

» Search for a phrase by entering the phrase without any OR operators into the Value text box.
Example: acme corp contract

e Search for individual keywords by entering the keywords and separating them with an OR in the Value text box.
Example: cat OR dog OR mouse>

Notes: Enter the OR operator with all capital letters. You should add keywords and phrases lower case only.

e Keywords hit on matches and if a word is prefixed with a keyword.
Example: "Work" will return "workday" and "workplace"

The following table lists the filter criteria supported for mailbox collections.

Criteria Operators Description Example

Email BCC Contains When you use the Email From prop-| If you search “@example.com,” your results
erty in a query, the search returns | include all blind carbon copied messages
all messages that contain the text in | received by people with the @example.com in
the Email BCC field. their email address.

Email CC Contains When you use the Email From prop-| If you search “@example.com,” your results
erty in a query, the search returns | include all carbon copied messages received
all messages that contain the text in | by people with the @example.com in their
the Email CC field. email address.

Email From Equals, Con- | When you use the Email From prop-| If you search “@example.com,” your results

tains erty in a query, the search returns | include all messages sent by people with the
all messages that contain the text in | @example.com in their email address.
the Email From field.

Email Does Not When you use the Email Received | If you search “Less Than 1/1/2020,” your res-

Received Equal, Date property in a query, the search | ults include all emails received before January

Date Equals, returns all messages that equal/- 1, 2020.

Greater doesn’t equal, greater/less than the

Than, date entered.

Greater Than

or Equals,

Less Than,

Less Thanor

Equals
Email Sent Does Not When you use the Email Sent Date | If you search “Greater Than 1/1/2001,” your
Date Equal, property in a query, the search results include all emails sent after January 1,

Equals, returns all messages that 2001.

Greater equal/doesn’t equal, greater/less

than the date entered.

Than,

Greater Than

or Equals,

Less Than,

Less Than or

Equals

Email To Contains When you use the Email To prop- | If you search “@example.com,” your results
erty in a query, the search returns | include all messages sent to people with the
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the search returns all messages
that contains the search word or
phrase in the email's title.

Criteria Operators Description Example
all messages that contain the text in | @example.com in their email address.
the Email To field.
Has Does Not When you use the Has Attach- If you mark “True,” your results include all mes-
Attachments | Equal, ments property, the search returns | sages that include an attachment.
Equals emails with or without attachments
based on the True or False setting.
Keyword Search In When you use the Keyword Search | If you search “Dear John,” your results include
Search - — Email Body property in a query, all messages that contain the text in email
Email Body the search returns all messages body. Note that this is not the same as search-
email message contains the text ing for “Dear” OR “John.” In order to do that,
you’re searching for. you need to separate keyword by OR
Keyword Search In When you use the Keyword Search | If you search kritter@example.com, your res-
Search - — Email Metadata property in a ults include all messages that have the textin
Email query, the search returns all mes- | the Email To, Email From, Email CC, or Email
Metadata sages which the Email To, Email BCC fields.
From, Email CC, or Email BCC
fields contain the text you’re search-
ing for.
Parent Folder | Contains, When you use the Parent Folder If you search "RelativityOne," your results
Name Does Not Path property in a query, the search | include all emails in the folder and all emails
Equal, returns all messages in the folder | within the child folders listed under the "Relativ-
Equals that equal, does not equal, or con- |ityOne" parent folder.
tains the name entered. When
using the Parent Folder Name cri-
teria, listing a parent folder includes
the child folders in the returned res-
ults.
Subject Contains When you use the Subject property, | If you use the Subject property in a query, the

search returns all messages that the subject
line contains the text you’re searching for. In
other words, the query does not return only
those messages that have an exact match. For
example, if you search for subject “Quarterly
Financials,” your results include messages
with the subject “Quarterly Financials 2018.”

13.10.2.2 Microsoft 365 Outlook calendar

The following table lists the filter criteria supported for calendar collections. You're required to enter the start date and
end data criteria for calendar collections. The maximum supported date range is five years. For example, it can be
1/1/2001 to 12/31/2006 but not 1/1/2000 to 12/31/2007.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 70.

You're required to enter the start and end dates when using an Microsoft 365 Outlook Calendar data source.

The following table lists the filter criteria supported for Outlook calendar collections.
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Criteria | Operators Description Example

Start Date | Equals When you use the Start Date property ina | When you search a Start Date of 1/1/2001
query, the search returns calendaritems | and an End Date of 1/1/2020, Collect returns
that exist the day of and after the entered | all calendar items on and between the two

date. dates.

End Date |Equals When you use the End Date property ina | When you search a Start Date of 1/1/2001
query, the search returns all calendar and an End Date of 1/1/2020, Collect returns
items the day of and before the entered all calendar items on and between the two
date. dates.

13.10.2.3 Microsoft 365 Outlook contacts
These properties are available for users to configure contacts, also called personal contacts, located in the personal
address book of a user's mailbox. Relativity collects all contacts and no filter criteria is necessary.

Microsoft collects cached contacts, which are not contacts the user implicitly creates in Outlook. These contacts are
not collected by Relativity.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 70.

13.10.2.4 Microsoft 365 archive mailboxes

The following table lists the filter criteria supported for archive mailbox collections. Setting criteria for Microsoft 365
Email Archives is not required.

The Less Than operator is only supported when used in conjunction with Greater Than or Equals.

The following table lists the filter criteria supported for Outlook archived mailbox collections.

Criteria | Operators Description Example
Email Equals, When you use the Email Sent Date property in a query, the If you search “Greater
Sent Date | Greater search returns all messages that are greater than or equal/- | Than 1/1/2001,” your res-
Than, Less |less than the date entered. Less then operator is only sup- ults include all emails
Than ported together with the greater than or equals. sent after January 1,
2001.

13.11 Collecting preserved files

When running a collection with Microsoft Outlook, Relativity collects all available files including preserved files. You do
not need to take extra steps to collect preserved files as they are automatically included in the collection. .For more
information on preserving data, see the Legal Hold guide.

When Microsoft places a data source on a preservation hold, Microsoft creates a Recoverable Items folder for
Outlook. The contents of the Recoverable Items folder are automatically included in collections.

When emails and files are on a preservation hold in Microsoft 365, Microsoft preserves original copies of any deleted
or modified items. Find preserved emails in the Recoverable Items folder. Collect automatically collects from these file
locations.

Relativity collects all versions of the document available in the preservation library. Collecting all versions of a
document means that Relativity collects multiple versions of the same file with the corresponding SHA-256 hashes for
each version of the data. If there were changes in the file version, the hash should be unique. For more information on
hash identifiers, see Hash identifier - SHA-256 on page 120
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13.12 Viewing collected data

When Relativity collects the data, Relativity accepts the path names and file names that the source provides. On
occasion, the collection source modifies the path name or file name.

13.12.1 File names for Outlook email

Relativity collects Microsoft 365 Outlook emails as individual .eml files. Collect maintains the original folder structure of
the mailbox on disk. Each .eml resides in its respective mailbox folder.

13.12.2 Files names on a preservation hold

A randomly generated and unique ID is appended to the original file name of the document if someone moves a
deleted document to the Preservation Hold library, . For example, there is a document with the file name of
FY2017Budget.xIsx. If someone deletes that document and then moves it to the Preservation Hold library, the file
name of the document is modified. For example, the file name becomes something like FY2017Budget DEAF727D-
0478-4A7F-87DE-5487F033C81A2000-07-05T10-37-55.xIsx.

When a document on a site that is on hold is modified and versioning for the document library in the site has been
enabled, a copy of the file is automatically created in the Preservation Hold library. In this case, a randomly generated
and unique ID is also appended to the file name of the document that is copied to the Preservation Hold library.

The reason why file names of moved or copied documents to the Preservation Hold library is to prevent conflicting file
names. For more information about placing a hold on sites and the Preservation Hold library, see Overview of in-place
hold in SharePoint Server 2016.

13.12.3 Email considerations

Emails containing double byte characters and illegal characters will be HTML encoded to allow writing to the file
system.

13.13 Troubleshooting

This table includes troubleshooting for Microsoft's archived mailboxes.

Error Cause Resolution
The remote server returned an error: Permissions have not been applied properly | Apply the permission
(403). to the service account or application regis- defined in the requirements
tration when using basic authentication or section depending on your
OAuth 2.0 respectively. authentication method.
The specified folder could not be found | The mailbox does not have an archive. Remove the mailbox from
in the store. the list of targets.

Mailbox '..." doesn't have a valid license. | The owner of the mailbox does not have a Review the requirements
valid license applied to their account. section of this document
and check if this user has a
valid license. You can then
choose to remove this user
from the list of targets or
apply a valid license.

The mailbox database is temporarily This error occurs if the mailbox database is | Wait an hour and retry the
unavailable. not reachable. This can happen because the |job to resolve this issue. If
database is corrupt, in the process of being | the issue persists, open a
migrated, updated, or is offline for any other | ticket with Microsoft.

reason.
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Error Cause Resolution

The ExchangePrincipal object contains | The mailbox databases are separated in a Retry the collection ata

outdated information. The mailbox may |way that causes inconsistent mailbox con- later time.
have been moved recently. nections.
The request failed. Unable to connect to | This is generally caused by a networking con- Perform the necessary net-
the remote server. A connection attempt | figuration either blocking access to the work, firewall, or allowed IP
failed because the connected party did | Exchange Online IP addresses— address configuration to
not properly respond after a period of https://learn.microsoft.com/en-us/microsoft- | allow the connector to
time, or established connection failed 365/enterprise/urls-and-ip-address- access Exchange Online.
because connected host has failed to ranges?view=0365-worldwide or Exchange
respond to microsoft_ip:443. Online blocking access to itself via an allow

list.

14 Role-based access control

Use role-based access control (RBAC) in Microsoft 365 Exchange Online to restrict your Azure Application
Registration to access only specific mailboxes. This is important for workflows where your application needs mail
access, and still want to limit that access to a defined set of custodians rather than all users in your organization.

14.1 Azure application permissions

Azure application permissions are always-on by default.

When an application token is generated, it carries all permissions assigned to the app, regardless of any user-level
RBAC assignments. This means you must carefully manage which permissions are assigned directly to the
application versus which are scoped with RBAC.

The approach in this guide deliberately splits permissions between these two methods to achieve mailbox-level
restriction.

14.2 Prerequisites

Before you begin, ensure you have the following in place:

e An Azure Application Registration already created for your application.

e The Application (Client) ID and the Service Principal Object ID for your app.

e Make sure you are copying the Object ID from the Service Principal entry when looking up your app in
Azure.

e Do not copy from the Application Registration entry.
» These are different objects in Azure AD and have different Object IDs.
» Using the wrong one will cause the PowerShell commands to fail silently or produce unexpected results.
e Exchange Online PowerShell module installed and connected with appropriate admin privileges.

* The email addresses of the custodian mailboxes you want to grant access to.

14.3 Permission architecture

RBAC in Exchange Online has fewer granular permission options than Azure AD directly. As a result, some
permissions must be assigned directly to the application, while the sensitive mail-access permissions are controlled
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through RBAC scoping.

Exchange Online has fewer permission options than Azure AD. Because of this, some permissions must be given
directly to the app, while sensitive email access is controlled using RBAC limits.

14.4 Permissions assigned directly to the Azure App

Assign only the following permissions directly to your Azure Application Registration. These are needed for general
user/file access and cannot be scoped with RBAC:

Permission Name Purpose
Files.Read.All Read files across SharePoint and OneDrive
Sites.Read.All Read SharePoint site content
User.Read.All Read user profile information across the tenant

14.4.1 Permissions assigned with RBAC (Mailbox-Scoped)

The following permissions should not be assigned directly to the app. Instead, they will be granted to specific
mailboxes only through the RBAC steps in this guide:

For standard Outlook mailboxes:

Permission Name Purpose
Application Mail.Read Read mail from scoped mailboxes only
Application Calendars.Read Read calendar events from scoped mailboxes only
Application Contacts.Read Read contacts from scoped mailboxes only

For archived mailboxes:

Permission Name Purpose
Application EWS.Ac- Access archived mailbox data through Exchange Web Ser-
cessAsApp vices

14.5 Configuration steps

The following five steps must be performed in order using Exchange Online PowerShell. Replace the example values,
such as App IDs, email addresses, names, with your own.

To complete RBAC configurations, you must complete the following steps:

1. Connect to Exchange Online PowerShell on the next page.

. Create a Service Principal in Exchange Online on the next page.

. Create a Management scope for custodians on page 86.

2
3
4. Assign permissions to custodians on page 86.
5

. Verify the configuration on page 87.
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14.5.1 Connect to Exchange Online PowerShell

Run all Exchange commands inside PowerShell. On macOS/Linux, you must start PowerShell (pwsh) first; running
these commands in zsh/bash will fail.

macOS / Linux:

1. Start PowerShell:
pwsh
2. Import the module:

Import-Module ExchangeOnlineManagement

3. Connect using device authentication (recommended):
Connect-ExchangeOnline -Device

4. Complete sign-in at https://login.microsoft.com/device and then verify:
Get-OrganizationConfig

Windows

1. PowerShell and import the module (if needed):

Import-Module ExchangeOnlineManagement

2. Connect:

Connect-ExchangeOnline

14.5.2 Create a Service Principal in Exchange Online

Register your Azure application as a Service Principal within Exchange Online. This links your Azure app to Exchange
so that RBAC assignments can be applied to it.

New-ServicePrincipal \

-AppId <Your-Application-Client-ID> \
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-ObjectId <Your-Service-Principal-Object-ID> \

-DisplayName <FriendlyNameForYourApp>

Example:

New-ServicePrincipal
-AppId 2609b7el-3b41-4e57-aal2-03bccbed8534 \
-ObjectId 57b270£fd-8b3f-47c3-9a12-29083613dff1l \
-DisplayName FilteredMailboxApp

Verify (recommended):
Get-ServicePrincipal | Where-Object AppIld -eq "APP_ID"

If New-ServicePrincipal indicates the Appld/Obijectld is already used, the Exchange service principal already exists
and you can proceed.

14.5.2.1 Find the AppID and Object ID values
Find these values in the Azure Portal:

1. Navigate to Azure Active Directory > Enterprise Applications > [your app].
2. The Object ID shown here is the Service Principal Object ID.
3. The Application (Client) ID is found under Azure Active Directory > App Registrations > [your app] > Overview.

14.5.3 Create a Management scope for custodians

A Management Scope defines which mailbox a permission applies to. You must create one scope per custodian
(user). The scope Name you set here will be used as the CustomResourceScope in Step 4.

New-ManagementScope \
-Name "<ScopeName>" \

-RecipientRestrictionFilter "PrimarySmtpAddress -eq '<user@yourdomain.com>

Example. Repeat for each custodian:

New-ManagementScope -Name "Jane" -RecipientRestrictionFilter "PrimarySmtpAddress -eq
'jane.doe@contoso.com'"

New-ManagementScope -Name "John" -RecipientRestrictionFilter "PrimarySmt-
pAddress -eq 'john.smith@contoso.com'"

14.5.4 Assign permissions to custodians
Now assign each required permission to each custodian by creating a Management Role Assignment.

Each permission requires a separate assignment entry, but all assignments for the same user should share the same
CustomResourceScope name. The scope name from Create a Management scope for custodians above.

For archived mailbox access. One entry per custodian:
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New-ManagementRoleAssignment \
-Name "<UniqueAssignmentName>" \
-Role "Application EWS.AccessAsApp" \
-App <Your-Service-Principal-Object-ID> \
-CustomResourceScope "<ScopeName>"

For standard Outlook mailbox access. Three entries per custodian, one per permission:

New-ManagementRoleAssignment -Name "<Name> Mail" -Role "Application Mail.Read" -App
<ObjectId> -CustomResourceScope "<ScopeName>"

New-ManagementRoleAssignment -Name "<Name>_Cal" -Role "Application Cal-
endars.Read" -App <ObjectId> -CustomResourceScope "<ScopeName>"

New-ManagementRoleAssignment -Name "<Name> Contacts" -Role "Application Contact-
s.Read" -App <ObjectId> -CustomResourceScope "<ScopeName>"

Example for two custodians with archived mailbox access:

New-ManagementRoleAssignment -Name "Jane EWS" -Role "Application EWS.AccessAsApp" \
—-App 57b270fd-8b3f-47c3-9a12-29083613dffl -CustomResourceScope "Jane"
New-ManagementRoleAssignment -Name "John EWS" -Role "Application EWS.Ac-

cessAsApp" \
-App 57b270fd-8b3f-47c3-9a12-29083613dffl -CustomResourceScope "John"

14.5.4.1 Naming tip
The -Name parameter must be unique across all role assignments.

The -CustomResourceScope must exactly match the -Name you used in New-ManagementScope for that user. For
example, all of Jane's assignments should use -CustomResourceScope "Jane" regardless of how you name the
individual assignments.

14.5.5 Verify the configuration

After completing the above steps, use the following command to verify that the correct permissions are applied to a
specific mailbox:

Test-ServicePrincipalAuthorization \
-Identity <FriendlyNameForYourApp> \
-Resource <user@yourdomain.com> | Format-Table

Example:

Test-ServicePrincipalAuthorization -Identity FilteredMailboxApp -Resource jane.-
doelcontoso.com | Format-Table

The output will list the permissions that your application has been granted for that specific mailbox. If a permission
does not appear, verify that the Management Scope name and CustomResourceScope match exactly, and that the
Service Principal Object ID was used. Not the Application Object ID.
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14.6 Troubleshooting

This section covers common issues you may encounter when configuring or validating mailbox access and RBAC
scoping.

Use the scenarios below to quickly identify misconfigurations, permission assignment problems, or command-line
errors before continuing with setup.

14.6.1 Application can still access unscoped mailboxes

Verify that the mail-access permissions (Mail.Read, Calendars.Read, Contacts.Read, EWS.AccessAsApp) are not
assigned directly on the Azure Application Registration. Any permission assigned directly to the app bypasses RBAC
scoping entirely.

14.6.2 Test-ServicePrincipalAuthorization shows no permissions
Confirm the -Identity value matches the DisplayName used in New-ServicePrincipal

Confirm the CustomResourceScope in New-ManagementRoleAssignment exactly matches the Name used in New-
ManagementScope

Confirm you used the Service Principal Object ID from Enterprise Applications and not the Application Object ID from
App Registrations.

14.6.3 PowerShell commands return an error or unexpected results
Ensure you are connected to Exchange Online PowerShell with a global admin or Exchange admin account

Re-run Get-ServicePrincipal to confirm the Service Principal was created successfully before proceeding to later
steps

14.6.4 macOS: zsh: command not found

You are running commands in zsh instead of PowerShell. Start PowerShell with pwsh and run the cmdlets in the PS
prompt.

15 Microsoft 365 - SharePoint data source

This topic provides details on how to capture Microsoft 365 SharePoint with Collect.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

15.1 Considerations
Note the following considerations about this data source:
e SharePoint collections are not custodian-centric. You select the SharePoint sites you want to collect from.
e You do not need to configure custodians.
e Collect gathers all files within the selected sites regardless of who created or edited them.
e You can only collect parent level sites. You cannot collect sub-sites without collecting the parent level sites.

* Web Forms are not collected.
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e Some Teams attachments may exist on the SharePoint sites.

e Teams chat data should live within the group mailbox of a Teams channel or the users mailbox for 1:1
chats.

e For more information, see Microsoft 365 - Teams data source on page 96.

e This data source is available to Relativity aiR Government customers collecting from Microsoft GCC High ten-
ants.

e No new permissions are needed.
e These data sources work the same way but have different icons within Collect.

« Ifthe Azure Application Registration secret changes or expires, update all Microsoft data sources that use that
registration. Go to Collect Admin, select each affected data source, click Edit, enter the new secret in the Applic-
ation Secret field, and click Save.

15.2 Collection size

SharePoint collections operate at the site level and are sensitive to the number and size of sites included.

Category Details
Hard limits (enforced) 30 targets per job
Planning thresholds (guidance) Large sites or many subsites slow down
When to split Many large sites in one job
Notes Site-level targeting only

Avoid grouping many large sites in a single job. Break collections into smaller site sets to maintain throughput.

15.3 Task checklist
The table lists the order to perform the necessary tasks for setting up the data source for Collect.
Order Application Task
1 Azure Registering the Collect applic-
ation on the next page
2 Azure Obtaining a client secret on the
next page
3 Azure Setting API permissions on page
91
4 Collect Creating the data source in Col-
lect on page 94
5 Collect Configuring the data source in

Collect on page 95

15.4 Accessing Microsoft 365 tenants

Register the Collect application to access Microsoft 365. When registering the application, the Microsoft 365
administrator creates a Microsoft Application ID and secret.
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You will use this ID and secret to configure data sources in Collect and provides access to the Microsoft 365 tenants.
You can register the application through Azure Portal or by registering the application permissions through the
Microsoft App Registration Portal.

After registering the application, request administrator consent. From there, it is possible to revoke application access.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

15.4.1 Registering the Collect application

Start with registering your application in the Azure portal by following the steps below.

Caution: The listed permissions and roles are required and supported by Relativity.
e Relativity does not support substitutions or reduced permissions.

e You can submit requests for alternative or reduced permissions as product feedback.

For more information on registering an application in the Azure portal, refer to documentation on Microsoft's site.

Note: These steps must be completed by a Microsoft 365 administrator.

-_—

Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Click App registrations.

Click New Registration to display the Register an application page.

Enter an application name in the Name field.

Accept the default setting, Accounts in this organizational directory only, as the supported account type.

Click Register.

© N o o &~ W DN

Once the application is registered, make note of the Application (client) ID and Directory (tenant) ID for use
later when configuring the data source in Relativity aiR Collect.

15.4.2 Obtaining a client secret

Next, obtain the client secret for the registered application in the Azure portal. For more information, see relevant
Microsoft documentation on the Microsoft site.

Note: These steps must be completed by a Microsoft 365 administrator.

-_—

From the registered application's page, click the Certificates & secrets option in the left navigation bar.
Click the Client secrets tab.
Click New client secret.

Enter a description for the client secret in the Description text box.

o > w0 DN

Select 730 days (24 months) from the Expires list. The client secret will expire after this time frame.

» Once the client secret expires, you must create a new client secret in the Azure portal as described in
these steps.
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e Then you must update your Microsoft 365 Collect data sources with it. For more information, see Expired
Azure client secrets below.

e Forany additional assistance with client secrets, please contact the Azure Admin in your organization.

6. Click Add to create a new secret.

Caution: Microsoft will only show the secret value this one time. There is no way to recover a secret.

7. Click the copy icon to copy the Secret Value to the clipboard.
» Paste it to a safe location.

* You will use the Secret Value later when creating the data source in Collect.
e Confirm you copy the Secret Value and not the Secret ID.

8. Give your Relativity Admin the Application ID and the Client Secret for setup of Collect.
e This application secret is also needed for setting up a Microsoft Entra ID integration point.

e For more information, see the Integration Points guide.

15.4.2.1 Expired Azure client secrets
If your Azure client secret expires, follow these steps:

1. Getanew secret as outlined in the steps above.

2. Goto Collect Admin in Relativity aiR.

3. Select the desired data source that has expired, and click Edit.
4. Input the new client secret value in the Application Secret field.
5. Click Save.

You must repeat these steps for all Microsoft data sources that you have set up.

15.4.3 Setting API permissions

Each data source has its own set of permissions necessary to allow access to the tenants. To add the correct
permissions based on your selected Microsoft 365 data source, follow the steps below.

Note: These steps must be completed by a Microsoft 365 administrator.

1. From the registered application's page, click the APl permissions option in the left navigation bar. The User-
.Read permission is automatically added by default.

Click Add a permission.
Click Microsoft Graph.

Select Application Permissions.

a > w0

Select the following permissions from the Permission list. Refer to Azure Application Registration Permissions
for Collect below for more information about these permissions.

e Files.Read.All
e Sites.Read.All
6. Click Add permissions.

7. Click Grant Permission.
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8. Make a note of the application ID that Microsoft assigned to the app registration. This ID is also required for
setup of data sources in Collect.

9. The window will show all permissions granted. Verify that all permissions have been granted..

10. Click Accept to grant the permissions.

15.4.3.1 Azure Application Registration Permissions for Collect

The Collect application in Relativity aiR is a tool designed to streamline the data collection process for eDiscovery. Its
primary purpose is to gather data from various sources, such as cloud-based applications and other data repositories,
in a manner that is secure, defensible, and efficient. Collect aims to reduce the time and effort involved in data
collection, ensuring that the data is accurate and complete, while maintaining chain of custody and compliance with
legal and regulatory requirements.

Due to the architecture of the Collect application, Delegated permission can’t be used and are not supported. The
Collect application requires the use of Microsoft Graph API Azure Application permissions to facilitate the collection of
data that occurs in processes running in the background.

The Collect application requires specific Graph API Application permissions be granted to an Azure Application
Registration to facilitate efficient and comprehensive data collection for e-discovery and compliance purposes.

Following is an explanation of each Azure application Graph API permission required and why it is needed to support
collections of M365 data. For a PDF of this information, see Azure Application Registration Permissions for Collect.

Required Azure Application Graph APl Permissions:

1. Calendars.Read—this permission allows Relativity to access calendar events. For e-discovery, it's important
to capture calendar data as it can provide crucial context, timelines, and evidence related to the case or invest-
igation.

2. ChannelMember.Read.All—this permission provides access to the membership information of all Teams
channels. It allows Relativity to see who is part of each channel, which can be important for understanding who
had access to certain communications and information during an investigation.

3. ChannelMessage.Read.All—this permission provides access to all messages in Microsoft Teams channels. It
allows Relativity to capture and review conversations and discussions that take place in Teams channels, which
may contain pertinent information for legal or compliance purposes.

4. Chat.Read.All—this permission enables Relativity to read all chat messages in Microsoft Teams. This includes
private chats between users. Access to these messages is essential for gathering complete communication
records and ensuring that no relevant information is overlooked in an investigation.

5. Contacts.Read—this permission allows access to contacts and is necessary to gather information about com-
munications and relationships between individuals, which can be critical in understanding the full scope of inter-
actions and connections in an investigation.

6. eDiscovery.Download.Read—this permission allows Relativity to download export packages and item reports
from Microsoft Purview eDiscovery. These exports can contain documents, emails, Teams messages, and
other collected data that are relevant to a legal matter or compliance review. This permission is required to
retrieve exported data from Microsoft Purview for processing and review.

7. eDiscovery.ReadWrite.All—this permission allows Relativity to read and manage Microsoft Purview eDis-
covery objects, including cases, custodians, holds, searches, review sets, and exports. It enables Relativity to
create and manage e-discovery workflows programmatically, helping organizations automate the identification,
preservation, collection, and review of potentially relevant information for legal and compliance matters.

8. Files.Read.All—this permission enables Relativity to access all files in OneDrive and SharePoint. It is essential
for collecting documents, spreadsheets, presentations, and other files that might contain relevant information
for a legal matter or compliance review. This permission is also required to support collection of linked OneDrive
and SharePoint files in Outlook emails and Teams chats.
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10.

11.

12.

13.

14.

15.

Full_access_as_app Permission—the Microsoft Graph API does not support accessing Outlook Online
Archives (Archived Mailboxes). We utilize Microsoft's Exchange Web Services (EWS) API to collect Archived
Mailboxes.

Group.Read.All—this permission allows Relativity to read all groups in the directory, including their properties
and memberships. It helps in understanding the structure and membership of various groups within the organ-
ization, which can be important for context in e-discovery and compliance scenarios.

Mail.Read—this permission allows access to emails, which is one of the core components of e-discovery. This
permission allows Relativity to read email messages in users' mailboxes to identify, preserve, and analyze com-
munications that are pertinent to the case.

Sites.Read.All—this permission allows Relativity to access all SharePoint sites, including content and
metadata. It ensures that any relevant information stored in SharePoint sites can be collected and reviewed.

Team.ReadBasic.All—this permission allows Relativity to read basic properties of all Teams. It helps in identi-
fying and understanding the different Teams within the organization, their purposes, and their memberships,
which can be relevant for investigations and compliance checks.

TeamsTab.Read.All—this permission allows Relativity to read the properties of all tabs in Microsoft Teams.
Tabs can contain important resources, documents, and tools that users interact with. Access to this information
can provide additional context and insights into the work and communications of users.

User.Read.All—this permission provides access to read the properties and membership of users. It is useful
for identifying and understanding the roles, permissions, and activities of different users within the organization,
which can be relevant for investigations and compliance checks.

15.5 Finding Azure credentials

If an application is already created and you need to find the application information to complete the Source Connection
step, follow the steps below in the Azure Portal. For more information, see relevant Microsoft documentation on the
Microsoft site.

1.

o o ~ w N

Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Navigate to Enterprise applications.

In the list of applications, locate and click on your application.The application page displays.
Navigate to Properties.

Click the copy icon next to the Application ID. The ID is copied to your clipboard to use as needed.
Properties

Mame (I

| Documentation Test Il |

Application ID (O

| 3703f830-2cfa-43b3-3612-4. [y |

Object 1D D
| aB23fd67-0004-Afcc-00dB-1_. Y |
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15.6 Revoking application access

Revoke the application from the Azure portal or by using a PowerShell script. For more information, see Microsoft's
documentation.

15.6.1 Revoking access via Azure Portal
To revoke access from the Azure portal:

1.
2.
3.
4.

Open your Azure Portal.
Navigate to Enterprise Application.
Under All applications, search for your application and click its link.

Under Manage > Properties, click Delete.

Collect no longer has access.

15.6.2 Revoking access via Powershell

Revoke access in Powershell using the Remove-MsolServicePrincipal script. See the Powershell example below of
retrieving and deleting an application registration.

Get-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

ExtensionData : System.Runtime.Serialization.ExtensionDataObject
AccountEnabled : True

Addresses : {}

AppPrincipalld : 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602
DisplayName : Relativity-Development-Application

Obijectld : 51798fb3-e72¢c-4373-8c63-6e7d0dd63ad7
ServicePrincipalNames : {19ab8a2e-ccce-4fa8-a9ee-eb16e220d602}
TrustedForDelegation : False

Remove-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

15.7 Creating the data source in Collect

The Collection Admin tab is where you create, edit, and remove data sources from your workspace. You only need to
complete setup once for each data source. You must create your data sources before setting up your targets.

In Relativity aiR, navigate to Collect.

1.
2.
3.

Click the New Collection Source Instance button.
Enter in a unique name for the data source.

Select M365 - SharePoint or G365 - SharePoint.

Note: Collect automatically collects any preserved data that has an in-place hold or litigation hold. Microsoft
stored data on a hold in a preservation library and separate folders. For more information, see Microsoft
Retention Policies.

Enter the required information in Settings. For more information, see Settings fields on the next page.

Click Save.
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After clicking Save, Relativity verifies the parameters and connectivity to the Microsoft 365 data source. If successful,
Relativity saves the data source. If the connection fails, a message appears indicating the connection failed. If
verification fails, verify that the values are correct. Relativity will save the data source when you correct it and it's
verified.

Once the set up is complete, the data source information on the Collect Admin page.

15.7.1 Settings fields

To connect Relativity to a Microsoft SharePoint data source, you need to gather and enter the information for the
following fields:

e Domain—enter the Tenant ID or Primary domain, domain name usually ends with .onmicrosoft.com, of the
Microsoft 365 tenant the collection is intended for. To locate the tenant ID or primary domain name, see
Microsoft documentation.

» Application Id—enter the Application ID created during registering the Collect application in Microsoft 365.

e Application secret—enter the Application Secret created during registering the Collect application in Microsoft
365.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

15.7.2 Data source details
Each data source details page includes an Action console. Each data source has different actions.

On the SharePoint data source page, you should see an Actions console with two options:

» Refresh sites—click to make Relativity check your SharePoint for disconnected or new sites.

+ Validate Connection—click to validate the client ID, certificate, and other credentials with Microsoft 365.

15.8 Configuring the data source in Collect

In Relativity aiR, configure the data sources chosen in the Collection Details step.

15.8.1 Data source criteria
Add criteria to collect specific data. To configure the data sources, complete the following fields:

e Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

* Field—choose the field to filter on within the data source.
e Operator—choose an operator such as equals, contains, greater than, or less than.

e Value—enter a value to find in the selected field.
After selecting field options, you must click Add Criteria.

Details to know about criteria:

e Each criteria is then separated by an AND operator.

» Leave the data source criteria empty to collect all data from the sources.
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15.8.1.1 Criteria

Filter a data source's data that you want to collect by adding criteria. This section covers the different criteria for each
data source. It also includes what you can search within each data source.

Relativity aiR only collects user created files that meet the filter criteria entered. Be aware that it does not collect Web
Forms.

The following table lists the filter criteria support for SharePoint collections.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 89.

When using search criteria to filter for Microsoft 365 SharePoint, different operators can return different results.
Knowing the search operators is crucial.

All dates are in Coordinated Universal Time (UTC).

Criteria | Operators Description Example

Start Date | Equals When you use the Start Date property ina | When you search a Start Date of 1/1/2001
query, the search returns calendaritems | and an End Date of 1/1/2020, Collect returns
that exist the day of and after the entered | all calendar items on and between the two

date. dates.

End Date |Equals When you use the End Date property ina | When you search a Start Date of 1/1/2001
query, the search returns all calendar and an End Date of 1/1/2020, Collect returns
items the day of and before the entered all calendar items on and between the two
date. dates.

15.8.2 Collecting preserved files

When you run a collection from SharePoint, Collect includes all available content, including any items that have been
preserved. No additional configuration is required to ensure preserved SharePoint files are collected. For more
information on preserving data, see the Legal Hold guide.

When a SharePoint site is placed under a preservation hold, Microsoft creates a Preservation Hold Library for the site.
The contents of the Preservation Hold Library are automatically included in collections.

During collection, Collect automatically gathers content stored in the Preservation Hold Library. This ensures that both
current files and preserved copies created as a result of the hold are included in the collected data set.

Relativity collects all versions of the document available in the preservation library. Collecting all versions of a
document means that Relativity collects multiple versions of the same file with the corresponding SHA-256 hashes for
each version of the data. If there were changes in the file version, the hash should be unique. For more information on
hash identifiers, see Hash identifier - SHA-256 on page 120.

15.9 Troubleshooting
Job status Error log Cause Resolution
InvalidLicense |Needs avalid |A targetof the col- See the section on Licenses for a list of valid license. You
license to lection does not have | can find the list of unlicensed users in the errors.csv file
access this the correct license. included in the results of the collection.
API.

16 Microsoft 365 - Teams data source

This topic provides details on how to capture Microsoft 365 Teams with Collect.
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Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

16.1 Considerations

Note the following considerations about this data source:

e Requires enhanced licensing - E5 licensing. For more information, see Licensing requirements on the next
page.

o Attachments have a 200MB limit for collections.

e We recommend limiting the date range of the collection.
e Extended date ranges can increase collection time and potentially create issues.

¢ For more information, see Collection size.

e Collect uses the Teams APl endpoints.
e The Teams export does not currently support access to preserved Teams chat messages.

» This endpoint does not navigate to recoverable items folders. For example, the SubstrateHold folder.

 If the Azure Application Registration secret changes or expires, update all Microsoft data sources that use that
registration. Go to Collect Admin, select each affected data source, click Edit, enter the new secret in the Applic-
ation Secret field, and click Save.

16.1.1 Grouped collection

Teams data is collected into grouped collections. Chat conversations often include multiple custodians in the same
message threads or channels. Relativity collects this data as a single grouped data set rather than splitting messages
by individual custodian.

For more information on grouped collections, see Grouped collections on page 115.

16.1.2 Attachments and linked cloud files

Relativity includes files directly attached to conversations are included as children to the parent RSMF file that is
generated during collection.

Relativity retrieves the linked cloud files residing in OneDrive and SharePoint during Teams collections. Currently, the
most recent version of the file is retrieved. If the file no longer exists or is inaccessible, an item-level error is recorded
in the errors report for the target collection. Relativity includes linked cloud files are included as children to the parent
RSMF.

16.1.3 Collection size
Teams collections are slower relative to other Microsoft sources due to API constraints and high activity levels.

Category Details
Hard limits (enforced) 30 custodians per job
Planning thresholds (guidance) About 0.5 GB/hour per custodian (average)
Active tenants slow even with short ranges
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Category Details

When to split Active channels over long periods

Notes Slower due to Teams Export API

Plan for slower throughput. Always segment long or highly active channel collections.

16.2 Task checklist

The table lists the order to perform the necessary tasks for setting up the data source for Collect.

Note: Separate Microsoft data sources inside Collect can use the same Microsoft Azure app registration.
This means you only need to create one Microsoft Graph application and provide one Client ID and one Client
Secret. You can then enter that same set of credentials for Microsoft data sources within Collect.

Order Application Task

1 Azure Registering the Collect applic-
ation on the next page

2 Azure Obtaining a client secret on the
next page

3 Azure Setting API permissions on page
100

4 Collect Creating the data source in Col-

lect on page 104

5 Collect Configuring the data source in
Collect on page 104

16.3 Accessing Microsoft 365 tenants

Register the Collect application in Azure to access Microsoft 365. When registering the application, the Microsoft 365
administrator creates a Microsoft Application ID and secret. You will use the ID and secret to configure data sources in
Collect and they provide access to the Office 365 tenants. You can register the application through Azure Portal or by
registering the application permissions through the Microsoft App Registration Portal. After registering the application,
request administrator consent. From there, it is possible to revoke application access.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

16.3.1 Licensing requirements

With the Teams Export API, Relativity meets compliance when collecting data. To use the APl and collect Teams
chats, users must meet one of the following licensing requirements. This licensing applies to individual custodian
accounts.

o Office 365 E5/A5/G5
e Microsoft 365 E5/A5/G5
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* Microsoft 365 E5/A5/F5/G5 Compliance and Microsoft 365 F5 Security & Compliance
e Microsoft 365 E5/A5/F5/G5 Information Protection and Governance

For more information, see relevant Microsoft documentation on the Microsoft site:

 https://docs.microsoft.com/en-us/microsoftteams/export-teams-content
¢ https://docs.microsoft.com/en-us/graph/teams-licenses

 https://learn.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft-
365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance#microsoft-
graph-apis-for-teams-data-loss-prevention-dip-and-for-teams-export

16.3.2 Registering the Collect application

Start with registering your application in the Azure portal by following the steps below.

Caution: The listed permissions and roles are required and supported by Relativity.
» Relativity does not support substitutions or reduced permissions.

* You can submit requests for alternative or reduced permissions as product feedback.

For more information on registering an application in the Azure portal, refer to documentation on Microsoft's site.

Note: These steps must be completed by a Microsoft 365 administrator.

-_—

Open your Azure Portal.

Click Microsoft Entra ID (formerly known as Azure Active Directory).

Click App registrations.

Click New Registration to display the Register an application page.

Enter an application name in the Name field.

Accept the default setting, Accounts in this organizational directory only, as the supported account type.

Click Register.

© N o g B~ W DN

Once the application is registered, make note of the Application (client) ID and Directory (tenant) ID for use
later when configuring the data source in Relativity aiR Collect.

16.3.3 Obtaining a client secret

Next, obtain the client secret for the registered application in the Azure portal. For more information, see relevant
Microsoft documentation on the Microsoft site.

Note: These steps must be completed by a Microsoft 365 administrator.

1. From the registered application's page, click the Certificates & secrets option in the left navigation bar.
2. Click the Client secrets tab.

3. Click New client secret.

4. Enter a description for the client secret in the Description text box.
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Select 730 days (24 months) from the Expires list. The client secret will expire after this time frame.
¢ Once the client secret expires, you must create a new client secret in the Azure portal as described in
these steps.

» Then you must update your Microsoft 365 Collect data sources with it. For more information, see Expired
Azure client secrets below.

e For any additional assistance with client secrets, please contact the Azure Admin in your organization.

Click Add to create a new secret.

Caution: Microsoft will only show the secret value this one time. There is no way to recover a secret.

Click the copy icon to copy the Secret Value to the clipboard.
» Paste it to a safe location.

* You will use the Secret Value later when creating the data source in Collect.
e Confirm you copy the Secret Value and not the Secret ID.

Give your Relativity Admin the Application ID and the Client Secret for setup of Collect.
e This application secret is also needed for setting up a Microsoft Entra ID integration point.

e For more information, see the Integration Points guide.

16.3.3.1 Expired Azure client secrets
If your Azure client secret expires, follow these steps:

1.

5.

Get a new secret as outlined in the steps above.

2. Goto Collect Admin in Relativity aiR.
3.
4

Select the desired data source that has expired, and click Edit.
Input the new client secret value in the Application Secret field.

Click Save.

You must repeat these steps for all Microsoft data sources that you have set up.

16.3.4 Setting API permissions

Each data source has its own set of permissions necessary to allow access to the tenants. To add the correct
permissions based on your selected Microsoft 365 data source, follow the steps below. For more information, see
relevant Microsoft documentation on the Microsoft site.

Note: These steps must be completed by a Microsoft 365 administrator.

1.

o &~ w0 DN

From the registered application's page, click the APl permissions option in the left navigation bar. The User-
.Read permission is automatically added by default.

Click Add a permission.
Click Microsoft Graph.
Select Application Permissions.

Select the following permissions from the Permission list. Refer to Azure Application Registration Permissions
for Collect below for more information about these permissions.
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» User.Read.All

e ChannelMessage.Read.All

e Chat.Read.All

* Files.Read.All

e Group.Read.All

e TeamsTab.Read.All

» Team.ReadBasic.All

e ChannelMember.Read.All
6. Click Add permissions.
7. Click Grant Permission.

8. Make a note of the application ID that Microsoft assigned to the app registration. This ID is also required for
setup of data sources in Collect.

Notes:
e The window displays all permissions granted. Verify that all permissions have been granted.

e Click Accept to grant the permissions.

16.3.4.1 Azure Application Registration Permissions for Collect

The Collect application in Relativity aiR is a tool designed to streamline the data collection process for eDiscovery. Its
primary purpose is to gather data from various sources, such as cloud-based applications and other data repositories,
in a manner that is secure, defensible, and efficient. Collect aims to reduce the time and effort involved in data
collection, ensuring that the data is accurate and complete, while maintaining chain of custody and compliance with
legal and regulatory requirements.

Due to the architecture of the Collect application, Delegated permission can’t be used and are not supported. The
Collect application requires the use of Microsoft Graph API Azure Application permissions to facilitate the collection of
data that occurs in processes running in the background.

The Collect application requires specific Graph API Application permissions be granted to an Azure Application
Registration to facilitate efficient and comprehensive data collection for e-discovery and compliance purposes.

Following is an explanation of each Azure application Graph API permission required and why it is needed to support
collections of M365 data. For a PDF of this information, see Azure Application Registration Permissions for Collect.

Required Azure Application Graph APl Permissions:
1. Calendars.Read—this permission allows Relativity to access calendar events. For e-discovery, it's important
to capture calendar data as it can provide crucial context, timelines, and evidence related to the case or invest-
igation.

2. ChannelMember.Read.All—this permission provides access to the membership information of all Teams
channels. It allows Relativity to see who is part of each channel, which can be important for understanding who
had access to certain communications and information during an investigation.

3. ChannelMessage.Read.All—this permission provides access to all messages in Microsoft Teams channels. It
allows Relativity to capture and review conversations and discussions that take place in Teams channels, which
may contain pertinent information for legal or compliance purposes.

4. Chat.Read.All—this permission enables Relativity to read all chat messages in Microsoft Teams. This includes
private chats between users. Access to these messages is essential for gathering complete communication
records and ensuring that no relevant information is overlooked in an investigation.

Relativity ar Collect - Microsoft 365 101


Azure Permissions Explained_MS.pdf

10.

1.

12.

13.

14.

15.

Contacts.Read—this permission allows access to contacts and is necessary to gather information about com-
munications and relationships between individuals, which can be critical in understanding the full scope of inter-
actions and connections in an investigation.

eDiscovery.Download.Read—this permission allows Relativity to download export packages and item reports
from Microsoft Purview eDiscovery. These exports can contain documents, emails, Teams messages, and
other collected data that are relevant to a legal matter or compliance review. This permission is required to
retrieve exported data from Microsoft Purview for processing and review.

eDiscovery.ReadWrite.All—this permission allows Relativity to read and manage Microsoft Purview eDis-
covery objects, including cases, custodians, holds, searches, review sets, and exports. It enables Relativity to
create and manage e-discovery workflows programmatically, helping organizations automate the identification,
preservation, collection, and review of potentially relevant information for legal and compliance matters.

Files.Read.All—this permission enables Relativity to access all files in OneDrive and SharePoint. Itis essential
for collecting documents, spreadsheets, presentations, and other files that might contain relevant information
for a legal matter or compliance review. This permission is also required to support collection of linked OneDrive
and SharePoint files in Outlook emails and Teams chats.

Full_access_as_app Permission—the Microsoft Graph API does not support accessing Outlook Online
Archives (Archived Mailboxes). We utilize Microsoft's Exchange Web Services (EWS) API to collect Archived
Mailboxes.

Group.Read.All—this permission allows Relativity to read all groups in the directory, including their properties
and memberships. It helps in understanding the structure and membership of various groups within the organ-
ization, which can be important for context in e-discovery and compliance scenarios.

Mail.Read—this permission allows access to emails, which is one of the core components of e-discovery. This
permission allows Relativity to read email messages in users' mailboxes to identify, preserve, and analyze com-
munications that are pertinent to the case.

Sites.Read.All—this permission allows Relativity to access all SharePoint sites, including content and
metadata. It ensures that any relevant information stored in SharePoint sites can be collected and reviewed.

Team.ReadBasic.All—this permission allows Relativity to read basic properties of all Teams. It helps in identi-
fying and understanding the different Teams within the organization, their purposes, and their memberships,
which can be relevant for investigations and compliance checks.

TeamsTab.Read.All—this permission allows Relativity to read the properties of all tabs in Microsoft Teams.
Tabs can contain important resources, documents, and tools that users interact with. Access to this information
can provide additional context and insights into the work and communications of users.

User.Read.All—this permission provides access to read the properties and membership of users. It is useful
for identifying and understanding the roles, permissions, and activities of different users within the organization,
which can be relevant for investigations and compliance checks.

16.4 Finding Azure credentials

If an application is already created and you need to find the application information to complete the Source Connection
step, follow the steps below in the Azure Portal. For more information, see relevant Microsoft documentation on the
Microsoft site.

1.
2.
3.

Open your Azure Portal.
Click Microsoft Entra ID (formerly known as Azure Active Directory).

Navigate to Enterprise applications.
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4. In the list of applications, locate and click on your application.The application page displays.
5. Navigate to Properties.

6. Click the copy icon next to the Application ID. The ID is copied to your clipboard to use as needed.
Properties

Application ID (O

| 3703fRa0-2cfa-43b3-2612-4. [y |

Object 1D D
| aB23fd67-0094-4fcc-90d8-1_. [y |

16.5 Revoking application access

Revoke the application from the Azure portal or by using a PowerShell script. For more information, see Microsoft's
documentation.

16.5.1 Revoking access via Azure Portal
To revoke access from the Azure portal:

1. Open your Azure Portal.

2. Navigate to Enterprise Application.

3. Under All applications, search for your application and click its link.
4. Under Manage > Properties, click Delete.

Collect no longer has access.

16.5.2 Revoking access via Powershell

Revoke access in Powershell using the Remove-MsolServicePrincipal script. See the Powershell example below of
retrieving and deleting an application registration.

Get-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602

ExtensionData : System.Runtime.Serialization.ExtensionDataObject
AccountEnabled : True

Addresses : {}

AppPrincipalld : 19ab8a2e-ccce-4fa8-a9ee-eb16€220d602
DisplayName : Relativity-Development-Application

Objectld : 51798fb3-e72c-4373-8c63-6e7d0dd63ad7
ServicePrincipalNames : {19ab8a2e-ccce-4fa8-a9ee-eb16e220d602}
TrustedForDelegation : False

Remove-MsolServicePrincipal -AppPrincipalld 19ab8a2e-ccce-4fa8-a9ee-eb16e220d602
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16.6 Creating the data source in Collect

The Collection Admin tab is where you create, edit, and remove data sources from your workspace. You only need to
setup each data source once. You must create your data sources prior to setting up your custodian targets.

1. InRelativity aiR, navigate to Collect.

2. Click the New Collection Source Instance button.
3. Enterin a unique name for the data source.
4

. Select M365 - Teams or G365 - Teams.

Note: Collect automatically collects any preserved data in an in-place hold or litigation hold. Microsoft stored
data on a hold in a preservation library and separate folders. For more information, see Microsoft Retention
Policies.

5. Enter the required information in Settings. For more information, see Settings fields below.

6. Click Save.

After clicking Save, Relativity verifies the parameters and connectivity to the Microsoft 365 data source. If successful,
Collect saves the data source. If the connection fails, a message appears indicating the connection failed. If
verification fails, verify that the values are correct. Collect will save the data source when it's corrected and verified.

Once the set up is complete, the data source information on the Collect Admin page.

16.7 Settings fields

To connect Relativity to a Microsoft Teams data source, you need to gather and enter the information for the following
fields:

¢ Domain—enter the Tenant ID or Primary domain (domain name usually ends with .onmicrosoft.com) of the
Microsoft 365 tenant the collection is intended for. To locate the tenant ID or primary domain name, see
Microsoft documentation.

» Application Id—enter the application ID created during registering the Collect application in Microsoft 365.

« Application secret—enter the application secret created during registering the Collect application in Microsoft
365. For more information, see Accessing Microsoft 365 tenants on page 98.

Depending on your Relativity aiR license, commercial or government, and your Microsoft tenant, Microsoft 365 or
Microsoft 365 Government, you will be able to collect from either Microsoft 365 or both Microsoft 365 and Microsoft
365 Government data sources. Commercial users can only collect from Microsoft 365 tenants. Government users can
collect from Microsoft 365 and Government 365 tenants. These data sources act the same, but have different icons
within Collect.

16.7.1 Data source details
Each data source details page includes an Action console. Each data source has different actions.

On the Microsoft Teams data source page, click Validate Connection in the Actions console to validate the client ID,
certificate, and other credentials with Microsoft 365.

16.8 Configuring the data source in Collect

In Relativity aiR, configure the data sources chosen in the Collection Details step.
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Notes:

» The Microsoft 365 Teams data source collects the most recent version of each message.

» Deleted messages are available to collect for 21 days from the time of deletion.

e Task module content is not currently supported for collection.

16.8.1 Data source criteria
Add criteria to collect specific data. To configure the data sources, complete the following fields:

e Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

* Field—choose the field to filter on within the data source.

Note: You must add start and end dates to complete the Data Sources step.

e Operator—choose an operator such as equals, contains, greater than, or less than.

¢ Value—enter a value to find in the selected field.

After selecting field options, you must click Add Criteria.

Details to know about criteria:

e Each criteria is then separated by an AND operator.

» Leave the data source criteria empty to collect all data from the sources.

The following table lists the filter criteria supported for Microsoft Teams collections.

Relativity collects Microsoft Teams data in RSMF.

Note: You must register Relativity in Microsoft 365 before using this data source. For information on registering
Relativity in Microsoft 365, see Accessing Microsoft 365 tenants on page 98.

When using search criteria to filter for Teams, you must select start dates and end dates. All dates are in Coordinated
Universal Time (UTC).

The maximum date range supported is five years. For example, you can select Start Date 1/1/2016 and End Date
1/1/2021, but no further.

Criteria | Operators Description Example

Chat Type | Equals When you use the Chat Type property ina | If you search a Chat Type with the Public
query, the search returns all messages in | Channels operator selected, Relativity col-
either Private Channels, Private Chats, or |lects only messages in public channels that
Public Channels. the custodians are in.

End Date |Less Thanor | When you use the End Date propertyina | If you search a Start Date of 1/1/2001 and

Equals query, the search returns all messages the |an End Date of 1/1/2020, Collect returns all

day of and before the entered date. messages on and between the two dates.

Slice in Equals When you use The Slice Interval in Hours | If you search with a slice interval set to one

Interval in property, the search returns all messages | hour and a conversation spans five hours,

Hours in a specific time range or defaults the slice | you will end up with five RSMFs after pro-
interval to 24 hours. cessing.

Start Date | Greater Than | When you use the Start Date propertyina | If you search a Start Date of 1/1/2001 and
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Criteria | Operators Description Example

or Equals query, the search returns messages that an End Date of 1/1/2020, Collect returns all
exist the day of and after the entered date. | messages on and between the two dates.

Included in the Microsoft 365 Teams criteria are two toggles:

e Collect linked files external to M365—enable the toggle to collect modern attachments, or files linked in
Teams that are external to the Microsoft 365 tenant.

¢ You must opt in to confirm that you want to collect files outside of Microsoft 365.

¢ For more information, see Modern attachments below.

Note: This option is only available for Relativity aiR production environments. Relativity aiR Govern-
ment environments cannot collect external files.

e Enable Dedupe—enable the toggle to exclude cards contained in Teams chat messages. Due to the nature of
how Microsoft provides card information, inclusion of cards prevents deduplication of RSMFs during pro-
cessing. For more information, see Microsoft's documentation.

For more information, see Microsoft Security and Compliance Center documentation.

16.8.2 Modern attachments

When collecting Microsoft Teams data, files shared as modern attachments are collected as separate documents.

The Teams message contains a link to the file, while the file itself appears as a standalone record in Relativity aiR.
This is expected behavior.

16.8.2.1 Validate modern attachments
Use the steps below to confirm that a modern attachment referenced in a Teams message was collected successfully.

1. Navigate to Documents.

Filter the Record Type by File.

Open a file and confirm Source Path shows a SharePoint or OneDrive location.
Copy part of the file name.

Search Documents for that file name.

o o A w N

Open the related Teams message.
Record Type = Short Message, if available.

7. Confirm the message contains a cloud link to the file.

The file and message are linked as designed.
17 Collection

Before you begin collecting, you must create a collection job and associate it with a specific matter, custodians, and
one or more data sources. Add the custodians, data sources, and other information using the Collect wizard. Once
completed, start the collection using the Collect console. Finally, download a results report that details the items
collected and a summary report of the entire collection job. For more information, see Reports on page 119.

17.1 Considerations

Before creating a collection for any data source, consider the factors that can affect collection performance.
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¢ Collection time can increase when you use:
e Large date ranges.

* A high number of custodians.
e Multiple collections running at the same time.

e Combining large scopes with high concurrency can slow down collections. This behavior is expected across all
data sources.

e When you migrate a Collect workspace, data source credentials do not move with the workspace. You must re-
enter credentials before running new Collect jobs. For more information, see Migrate.

17.2 Best practices for time-sensitive collections

To improve performance and reduce collection time:

e Use smaller date ranges whenever possible.

 Limit the number of custodians included in each collection.

* Reduce concurrency, or run collections sequentially when appropriate.
e Create multiple collection jobs when necessary.

Following these practices can help collections complete more quickly and predictably.

17.3 Creating a collection

Before you begin creating a collection, make sure to create a matter. For more information, see Matters on page 14.

Use the following procedure to create a collection:

1. Onthe Collect tab, click the Collections sub-tab. Collect displays a list of the collections currently added to this
application.

2. Click New Collection.

3. Complete the steps in the Collect wizard. See Using the Collect wizard below

4. On the Collection Details page, click Run Collection in the console. See Collect console on page 113.

For information on running concurrent Microsoft 365 collection jobs, see Accessing Microsoft 365 tenants on page 60.

17.4 Using the Collect wizard

The Collect wizard takes you through each step to create a collection. After completing the collection setup, run a
collection from the Collection console.

Collection wizard security permissions

e Custodian—View

When a step is complete, click Next or the hyperlink under the next step shown. Click the Previous button to move to
the previous step. Relativity auto-saves your information when moving between steps. If any required information is
wrong or missing, an error message displays and you cannot move to the next step.

17.4.1 Collection Details

Complete the Collection Details step by entering information in the following fields:
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 Name—the name of the collection. Enter a name using alphanumeric characters only. You cannot use special
characters, such as periods, commas, and em dashes. Special characters will cause an error.

e Collection Matter—the name of the matter associated with this collection. Click Edit to select an existing mat-
ter or click Add to define a new one. See Creating a matter on page 14.

» Job Number—lists a number assigned to the job for reporting purposes.

» Processing Source Location—the file repository for collected data to be stored for future processing of doc-
uments or for storing collected data. All data sources that produce RSMF have a limit of 2 GB. For more inform-
ation, see Processing documentation.

e ZIP Collected Files—toggle on to compress all collected data into ZIP64 formatted containers. Relativity can
compress Microsoft 365, Slack, and X1 data into zip folders.

e Selecting Yes on the Collect Files in ZIP field adds your collected data into containers and puts it into a
password protected compressed folder. The compressed folders separated by the custodian target col-
lected. Each custodian target collect has its own folder. These folders will split when reaching a set size.
The compressed folders are then stored in the processing staging area by default.

e You can secure these compressed folders with a password. You can enter a password that you, or
another user, needs to enter to open the compressed folder. Relativity stores these passwords in the
password bank. You can retrieve them there at a later time.

e To export your collected data, use the Staging Explorer.

e Zip Password—enter a password that is required by anyone attempting to decompress the ZIP64 container
files.
¢ If you have Processing installed in the workspace, Collect automatically populates the Processing Pass-
word Bank with the password so it is available at the time the collection is processed.

e Click the Show Password box to display the actual password in the field to ensure the characters are cor-
rect.

e Zipis supported by Microsoft 365, Slack, and X1. Google is exported as pre-zipped.

e Enable Auto-Processing—toggle on to enable auto-processing. If enabled, select the workspace, profile, and
document prefix. Relativity processes all data in a completed collection, or completed with errors collection,
after a collection finishes.

* Workspace—select a workspace within your instance to use when creating a processing job.

* Processing Profile—select a processing profile available in the drop-down menu. The available profiles
are from the selected workspace.

e Document prefix —select the document prefix option of Use Entity Document Number Prefix or Use Pro-
cessing Profile Document Number Prefix to apply to each file in the processing set once it's published to
a workspace.

» Description—enter a description of the collection used for reporting purposes.

* Receive Progress Notifications—toggle on to send or receive collection job status emails. The statuses
include:

e Completed—includes completed or completed with errors job status.
e Failed—includes job status and reason for failure.
* Notification Address—enter the email address of person that wants to receive collection job statuses.

» Data Source Type—select one or more data sources to use in the collection. For more information, see Data
source types on page 19.
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17.4.2 Data source

Configure the data sources chosen in the Collection Details step. Each data source has different criteria to enter. See
the list of data source types under Data sources on page 18 for information on each one.

You can select multiple data sources in the first step if you want to configure all or multiple sources in the step. Switch
between each source to configure its criteria by using any of these methods:

e Click the name of the data source in the navigation menu.
e Click Next and Previous to move you through the data sources.
e Select individual data sources by clicking on the checkbox and then using the right arrows to select them.

17.4.2.1 Data source criteria
Add criteria to collect specific data. To configure the data sources, complete the following fields:

e Select and unselected tabs—choose the data sources to collect from by moving unselected data sources to
the selected list.

e Field—choose the field to filter on within the data source.

e Operator—choose an operator such as equals, contains, greater than, or less than.

» Value—enter a value to find in the selected field.
After selecting field options, you must click Add Criteria. You can add multiple criteria to search data sources.
Note the following about criteria:

e Each criteria is then separated by an AND operator.

e Leave the data source criteria empty to collect all data from the sources.
17.4.3 Custodians
Complete the Custodians step by assigning custodians to the project. Follow the steps below to assign a custodian.

1. From the Unselected custodians table, use the column filters to locate custodians.

2. Select a checkbox next to a custodian.

Notes: If you select multiple Slack custodians in the same collection, the channels they share will only collect
once.

e Collect supports up to 30 custodians, or entities, assigned in a collection job.
 If you need more than 30 custodians, you need to create another collection job.
 This limit only applies to the number of custodians.

e There is no limit to the number of targets to be collected.

e Forexample, you can select 30 custodians and three data sources for a total of 90 targets for the col-
lection job.

[

3. Click the right arrow L] icon to add select custodians. Click double right arrow — icon to add all custodians.

4. Click Next.

Note: There is a limit of 10,000 listed custodians with targets in the custodian picker.
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17.4.4 Non-custodial

Note: This section only applies when SharePoint or Smarsh (Advanced Access) is selected as the data source.

Select non-custodial data sources to complete this step. Non-custodial data means you select the specific locations or
archives you want to collect from. Selecting custodians is not required.

To select non-custodial data:

1. Click one or more data sources in the Select Sources column.

2. With one of the data sources highlighted, select the check boxes next to the sites you want to collect.
1. SharePoint—you can collect from parent-level sites only. All sub-sites under a parent site are auto-
matically collected.

2. Smarsh—Smarsh organizes data into cases. Select the cases you want to collect from. Collect only sup-
ports collection jobs of one case for Smarsh.

3. (Optional) Toggle on the Show selected only option to display only the locations selected for collection. The
selected locations display in a concise list for review before you proceed to the Summary step.

4. Click Next.

17.4.5 Collection Summary

Complete the creation of the collection by reviewing all steps, custodians, data sources, and targets, before finalizing.
If Microsoft 365 custodian targets were not created before you started the project, click Generate Targets.

Click Generate Targets to check if targets exist for the custodians you have selected for collection. If the targets do
not exist, Collect automatically creates them based on the email address contained in the Entity record for each
custodian.

17.4.5.1 Targets

In the Targets section, a number appears next to each custodian's name. The number listed is the number of
custodian targets found in the associated data source.

Number Meaning
0 Collect did not find any custodian targets with that email address in that data source.
1 Collect found a single custodian target associated with the email address within the data source.
2+ Collect found multiple custodian targets with that email address within the data source.

The number is also color-coded to indicate how the target was generated:

* No highlight—Collect already found and generated the custodian target.
e Green—Collect autogenerated the custodian target.

¢ Red—Collect could not autogenerate the custodian target.
e You can still manually generate it.

e For more information, see Creating a custodian target on page 17.

Click View Collection Details to finish setup. The Collection Details page appears. From the Collection Details page,
you can preview and run the collection from the Collection Summary above.
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17.4.5.2 Non-custodian targets

Note: This section only applies when SharePoint is selected as the data source.

The Non-Custodian Targets section displays the target, target identifier, and the status.

e Target—the name you gave when creating the data source.
e Target Identifier—the URL of the SharePoint site.

o Status—a message telling you if the target is valid or invalid. If invalid, navigate to the data source details page
and click the Refresh Sites button.

18 Viewing or editing Collection data

You can view and edit collection details. You can also use the Collect console to start and stop collections and view
reports.

18.1 Collection details

You can display the collection details by clicking the name of a collection on the Collections tab. Collection also
displays these details immediately after you add a new collection.

On the Collection Details page, use the buttons at the top of the page to edit, delete, go back, edit permissions, or
perform other collection tasks. Editing a collection takes you to the first step in the wizard. For more information, see
Using the Collect wizard on page 107.

Note: Once a collection has started, the collection details are read-only and cannot be changed.

e Collection Details—displays the information that you entered or selected when you created the collection:
¢ Name—lists the name given to the collection.

e Collection Matter—the matter used in the collection.
¢ Job Number—the number assigned to the job for reporting purposes.
» Description—the description of the collection used for reporting purposes.

* Processing Source Location—the file repository that collected data is stored for future processing of
documents or for storing collected data.

» Auto Processing Workspace—the processing workspace if you toggled the field on.
» Auto Processing Profile—the processing profile if you toggled the field on.
* Auto Processing Document Numbering Prefix Option—the prefix option if you selected one.

« Job Status—status of the collection. Statuses are New, Not Started, Started, Completed, Error, and
Completed with Errors.

* Error Message—the message if collection job did not complete due to errors.
» Zip Collected Files—if you selected to zip collected files this box is checked.
e Zip Password—the password that everyone needs to use to decompress the ZIP64 container files.

¢ Receive Email Notifications—if you toggled on to send or receive collection job status emails this
checkbox is checked.

* Notification Address—the email address of the person that will receive collection job statuses.
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e Collection Console—displays buttons that you can use to perform the tasks listed. See Collect console on the
next page.
+ Data Sources—lists all the collection activities associated with this collection.

e Custodian—the custodian associated with the collection.
* Source Instance—the name of the data source associated with the collection.
» Data Type Name—the name of the target associated with the collection.

o Status—displays one of the following statuses:
* Not Started—the collection has not been started.

» Started—the collection is in progress.
e Completed—the collection is done.

e Completed with Errors—the collection of the target completed and one or more targets had
errors. For more information, see the Errors report on page 120.

e Failed—the collection failed. For more information, see Graph Error Codes on page 120.

e Error—lists the error message if the status is Failed.

e Collected Items—the number of files collected from the target without error. If nothing is collected, a 0 is
listed.

e Collected Item Total—the number of files that there are to collect without errors. If nothing is collected,
a0is listed.

» Target—the custodian target associated with the data source.

e Result Link—a Comma Separated Values file download listing all individual items collected from the tar-
get. It contains all the associated metadata for each collected item as well. If no results, the file is empty.
For more information, see Viewing or editing Collection data on the previous page.

e Error Link—a Comma Separated Values file download listing any individual items that couldn't be col-
lected because of errors during the collection. The report provides as much metadata as it can along with
as much error information as we can get from the source to help identify what caused the error. If no
errors, the file is empty. For more information on errors, see the Errors report on page 120.

* Previews—the status and estimated number of items and size of collection. This is available after starting a pre-
view. For more information, see Preview on the next page.

* Custodian Details—the status of the custodian and the source instance. This card also includes the filter cri-
teria, items, size, and errors.

18.2 Viewing collected data

When Relativity collects the data, Relativity accepts the path names and file names that the source provides. On
occasion, the collection source modifies the path name or file name.

There is a difference between viewing grouped and individual collections data. To view grouped collections data, for
sources like Bloomberg Chat, Google Chat, Slack, and Teams, click the Get Results link to view your collection data.
Although the Data Sources table will show N/A in the Collected ltems and Collected Item Total columns, the collected
data is still available in the download. These columns show N/A because more than one set of custodian data is
included in the collection.
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18.3 Collect console

After completing a setup, run the collection with the collection console. Verify connection, start or stop a collection, and
view a collection report from the Collection console on the Collection Details page.

Preview

| Add New Praview |

Preview Summary

Collection

Reports
GOl o Data
Colle Summary

18.3.1 Preview

After setting up your collection job, you can preview the job. This is an inventory phase without running a full collection.
You can see the estimated number of discovered items and collection size for each custodian target. These preview
options help you decide to move forward or adjust your collection job.

Notes: Only available for Microsoft 365 Outlook mailboxes, calendars, contacts, and OneDrive. For more inform-
ation, see Microsoft 365 - Outlook data source on page 68 and Microsoft 365 - OneDrive data source on page 59.
Inactive mailboxes are not included in preview.

18.3.1.1 Start Preview
Click the Start Preview button to gain insight into the number of items and size of the collection as the collection is
currently set up.

From here, you can start your collection or add a new preview.

18.3.1.2 Add New Preview

Click the Add New Preview button to adjust your collection job setup. In the Add New Preview modal, you can add a
new preview based on previously started collect details or a blank wizard. You can add up to five previews.

Add New Preview

Adding a new Preview can be based on previously started Pre collects details, custodians, and
filters or you can start a blank wizard. You may add up 1o § Previews per collection

Bazed On Current (Preview 1) «

m | Cancel
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Selecting the Blank Wizard option takes you back to the Collection Details step. You then need to complete the
collection wizard with a new setup.

From here, you can start your collection.

18.3.2 Collection

Once you decide to move forward with your collection, you will use this section of the console to start, stop, and adjust
your collection job.

18.3.2.1 Start Collection
Click the Start Collection button the begin the collect project.

18.3.2.2 Stop Collection

Click Stop Collection to end the collection project that is currently running. Once you click this button, a warning pop-
up message appears to confirm that you want to stop. Once you stop a collection, the collection cannot be restarted.

18.3.2.3 Retry Collection

The Retry Collection button is only available when a collect job does not complete because of errors. Click Retry
Collection to start another collect job that only retries the targets that have failed. You cannot retry targets that
completed successfully.

18.3.2.4 Create Processing Job
Click Create Processing Job to create a processing set from the collected documents from the data sources. Locate
these documents in the Processing Source Location set in Collection Details.

When you click the Create Processing Job button, a pop-up window displays with two fields:

o Select a workspace—select a workspace within your instance to select a Processing profile to use when cre-
ating a processing job.

» Select a Processing Profile—select a processing profile available in the drop-down menu. The available pro-
files are from the selected workspace.

e Select a Document Numbering Prefix Option—select Use Processing Profile Document Number Prefix or
Use Processing Profile Document Number Prefix to apply to each file in the processing set once it is published
to a workspace.

e Clone Profile—toggle off to use the selected processing profile. Toggle on to clone the selected processing
profile and use the clone profile in conjunction with the created processing set.

Submit Collection to Processing?

A niw processing pob will be created within the workspace's Processing application. If you chone
tha glected profile, & new profile will b created snd sssigned 1o e job. Otherwise the sslscted
prefile will be used

Select 5 Workspace: Documentation -
Select o Processing Profile: Dwfaul =

Select 8 Document Numbering Uis# Processing Profile Docurment Mumber Prefix =
Prefix Option

Clone Profile:
[=eea]

After selecting a processing profile and deciding on cloning the profile, click the Submit Collection button. Once you
submit the collection, Relativity creates a processing set with the same name as the collection job. The processing set
includes all data that was collected in the collection job.
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18.3.2.5 Clone Collection

Click Clone Collection to duplicate the open collect job. You can clone any collect job that has a status other than
New.

After clicking the Clone Collection button, a pop-up modal displays the progress and completion of the clone.

Once the job is cloned, it is placed in the Not Started status and you can find it in the Collections list under the same
name with "Cloned - YYYY-MM-DD HH.MM.SS" amended to the end. All collection totals for the cloned job associated
targets are reset to zero. The Collection Detail Custodian Target fields are reset to zero. The cloned collect job also
generates the new targets.

18.3.2.6 Reports

Collect includes comprehensive reporting capabilities that you can use to view information about your collections. You
can generate these reports in the collection console within a collection project. Click on the name of a report to
download. When generating a report, Relativity downloads different files through your browser. For more information
on specific reports, see Reports on page 119.

18.4 Delete collections

A collection will not delete if they have an existing custodian tied to it.

When you delete a collect job, Relativity deletes all of the related custodian targets for the job. The custodian targets
table remain the same. The targets within Custodian Targets are not related to any specific collect jobs. Relativity
creates job-specific copies of the custodian targets for the job when it's created.

19 Grouped collections

A grouped collection means that all conversations for the selected custodians are combined into a single set of RSMF
output files.

This approach is used to:

¢ Minimize collection size
e Prevent duplicate conversations

If each custodian were collected separately, any shared conversations, such as direct messages, group chats, or
shared channel content, would be collected multiple times. This would:

 Increase the overall data volume
» Expand storage requirements

* Require additional downstream deduplication effort during processing and review

19.1 Grouped data sources

Within Collect, there are short message data sources that Relativity collects in a grouped format when more than one
custodian is selected.

Grouped collection data sources:
e Microsoft 365 Teams
e Slack
e Google Chat
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19.2 Grouping messages

Grouping ensures that shared content is collected once. This helps reduce duplicates and keeps the dataset
consistent.

When viewing grouped collection results on the Collect job details page, the reported artifacts collected and collection
size show the same value for all involved custodians. This reflects that there is one collection of RSMFs containing all
chats for the collected custodians.

The reported ltems collected is the number of RSMF files that were generated during the collection. We currently do
not support reporting the number of individual messages attributable to each custodian independently. The reported
Size (GB) represents the aggregate size of all generated RSMF files.

Custodian Details [ BT | T 1 -30f3 10 = perpage
Artifact ID Preview # Job Type Status Custodian Source Instance Filter Criteria Hems Size (GB) Item Errors

1601200 Collection Completed Rawitt, Blake Slack Start Date Greater 4 002
Than Or Equals
03/27/2023, End
Date Less Than Or
Equals 03/29/2023

1601201 Collection Completed Evans, Gregory Slack Start Date Greater 4 002

Than Or Equals
03/27/2023, End
Date Less Than Or
Equals 03/29/2023

1601202 Collection Completed Suresh, Cathy Slack Start Date Greater 4 002
Than Or Equals
03/27/2023, End
Date Less Than Or
Equals 03/29/2023

19.3 Custodian assignment considerations

Grouped collections create a limitation during processing because the Processing capability supports only one
custodian per processing set data source.

Relativity assigns an Entity representing the data source as the custodian for the processing set when using auto-
processing or the Create Processing Job (on-demand) feature in Collect.

This prevents the system from applying a single custodian to the entire RSMF dataset, which would incorrectly
suggest all messages belong to one person.

19.4 Manual processing guidance

When manually creating a processing set, you encounter the same limitation of needing to assign a single custodian
to the grouped RSMF data.

Recommended approach:

e Create or use an Entity of type Other
* Name the Entity to clearly represent the data set
Example: Slack — Acme Matter— 2026-02-10

This approach accurately reflects that the data set represents multiple custodians and maintains consistency with
Collect’s automated processing behavior.

20 Migrate Collect workspaces

When you migrate a Collect workspace, using Archive, Restore, and Migrate (ARM) or Integration Points, Relativity
moves workspace data but does not move data source credentials.

After the migration, you must re-enter credentials before you can run Collect jobs.

Note: This behavior applies to all Collect data sources.
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20.1 Migrate Collect workspaces
You can migrate Collect workspaces using ARM or Integration Points.
During a migration:

» Relativity restores the Collect workspace and its objects.

» Relativity does not restore data source credentials.

» Data sources appear in the restored workspace but are not connected.

Relativity does not provide a supported way to move or copy Collect credentials. This protects sensitive authentication
information.

20.2 Credentials do not migrate

To protect from compromising sensitive authentication information, Relativity does not support moving or copying
Collect credentials from migration.

20.3 After migration
Until you re-enter credentials, Collect cannot access the data sources.
After a migration:
e Data sources appear in the restored workspace.
e The credentials will not work.
» The connections are invalidated.
e You must re-enter the credentials for each data source and revalidate each data source.

¢ New collection jobs cannot be run until the data sources are connected again.

Note: You do not need to remake the credentials for the data sources. If the existing credentials are still valid you
need to re-input.

20.3.1 Considerations
Consider the following when using Microsoft or Google:

* Microsoft 365—the app created for Microsoft 365 data sources has a secret value which is only exposed on ini-
tial creation.
e This secret value must be stored and re-entered correctly for the data source to work.
 Ifthe Secret Value is forgotten, please generate a new secret value.
» Google—for Google data sources, a refresh token is generated on the first Google data source that was set-up
and used for subsequent Google data sources.

¢ This refresh token value must be stored and re-entered in the data sources in order for the data sources
to work.

 Ifthe token is invalidated or forgotten, please see Troubleshooting for instruction on generating a new
refresh token.
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21 Identifying Collection data in Staging Explorer

This section helps to identify the components of the folder information within the Staging pane of the Staging Explorer
as it relates to the Collections setup fields.

Use the sample screen below as a general guide for each data source type.

Collect

AArtifacti D= 3819341 Ghode=Forms&FormMode=viewllayout iD= 107516485 electedTab = null

Collect COMgctions 17 Q1 Search ¢
s Collection Admin Monitor
Delete ack | Edit Permiiggon: bew Audit
J

] 23 keurarelativity.one Relatvity Relatrvitylnternalaspet ApplD

Collection Demo - PM | Waorkspace ID

|
Collections Matters Custodian Targets Status Summary Custodial Target

118758580 rtifact TypelD= 1000103

Collection Details ~ | 2*

Collection Details

MHame | GCE Logistics I

Collection Matter  GCE Matter
JobNumber SFC-20241111-002

Description

Staging Explorer

Processing Source Location | \\iles 1002 ctus0 0000 rélativity. one\T

Q02F\ProcessingSource \
Staging ®
Auto Processing Workspace  Collection Demo - PM ‘V'
Auto Processing Profile  Default T € ;-I‘\\fllt's\T\'J'JEF \ProcessingSDurce\Cu]lechmsIl 1 B?SEEIGCE Logistics_3819941 I
Auto Processing Document  profile
Humbering Prefix Option
Name Date modified 4 Size
. 33819949 11/11/2024 1158 A
Previews
L] 03819948 11172024 11:58 A
Preview § Status Data Sources Iems
Custodian Details
Artifact 1D Preview & Job Type Status
3819948 Collection Compheted Wil
3819949 Collection Completed
Page 10f1 W41 » K
Showing all 2 items

Here is a breakdown of the folder components within the Staging pane of the Staging Explorer:

\\files\<T####>\ProcessingSource\Collections\<WorkspacelD>\<CollectionName>_
<CollectionArtifactiD>\<DataSourceArtifactiD>

e The Processing Source Location from the Collections page becomes the file location for the data in Staging
Explorer. It contains a sub-folder for Collections to house the Collection data. Using the above example, it would
be:

\\files\TOO2F\ProcessingSource\Collections

e The Workspace ID folder in the Staging pane corresponds to the Workspace ID number listed after the
“AppID="in the URL. For example, 1187585 would be the Workspace ID from this URL: kcur-
a.relativity.one/Relativity/Relativitylnternal.aspx?ApplD=1187585...

\\files\TOO2F\ProcessingSource\Collections\1187585
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e The Name of the Collection from the Collections page and the Collection Artifact ID become the folder name
within the Workspace ID folder. Using the above example, it would be:

\\files\TOO2F\ProcessingSource\Collections\1187585\GCE Logistics_3819941

e The Artifact ID of the data source used becomes the sub-folder. Using the above example, they would be:

\\files\TOO2F\ProcessingSource\Collections\1187585\GCE Logistics_3819941\3819948
\\files\TOO2F\ProcessingSource\Collections\1187585\GCE Logistics_3819941\3819949

In the case of grouped collections, such as Teams and Slack, there will be a folder within the collection folder
corresponding to the data source type. Using Teams as an example, the file structure would be:

\\files\TOO2F\ProcessingSource\Collections\1187585\GCE Logistics_3819941\Teams

22 Reports

Collect offers comprehensive reporting capabilities that you can use to view information about collections. You can set
options to generate these reports based on matter and collection as well as other combinations.

22.1 Running reports

You can generate these reports in the collection console within a collection project. Click on the name of a report to
download. Locate the Collection Summary and Collection Details report in the collection console. Locate the Results
and Error report in the Data Sources table on the Collection Details page.

When generating a report, Relativity downloads different files through your browser.

Note: All report timestamps are in UTC.

22.1.1 Collection Summary report

The Collection Summary report includes the target, target status, number of items collected, and the collection size.
The report is grouped by custodians. Grouping by custodians makes it easy to sort the targets for each custodian with
subtotals for each custodian. Grand totals are at the end of the report. The report downloads as a PDF file.

This report also includes filters that were used at any point in the collection. For example, if a modification date that is
greater than or equal to 1/1/2010 is added at the criteria level, then that filter is listed in the summary report table. If no
filter criteria was specified for the job, the report lists a "No Filter Criteria Applied" message.

Group-type data sources are also included in the list of data sources. This section is at the beginning of the report. For
example, if you collect from Outlook calendars, Outlook mailboxes, and Slack, all collection summaries are included in
the report.

The short message grouped collections lists the custodians involved in the collect, along with the data sources. The
top of the report includes the custodian list. This section's title is "Short Message Grouped Collections." The report
table includes the data source, target status, the number of items collected, and the collection size in gigabytes.

22.1.2 Collection Details report

The Collection Details report includes two files: the first file includes the successfully collected results of all items and
their metadata. The second file includes the errored collection data. The error file includes as many of the items and as
much of the items' metadata as it can. The report downloads as a CSV file.

This report, both files, is also stored in the assigned Entra ID file share. Itis included in the collection output.
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22.1.3 Results report

The Results report link for each target downloads as a CSV or XML file that contains a list of all individual items
collected. These items include emails, files, or other data. It contains all of the associated metadata for each item. If no
items were collected the file is empty.

The Results report is a CSV file download of the results collected from Bloomberg, Box, iManage, Microsoft, Refinitiv
Ikon, Slack, or X1 targets.

22.1.3.1 Hash identifier - SHA-256

Inside the spreadsheet there is an electronic fingerprint named SHA-256. When collecting documents, Microsoft adds
the SHA-256 hash identifiers and then stores the hashes. A user can verify the original file by matching the SHA-256
identifiers. For more information, see Microsoft's Retention Policies.

The SHA-256 is included in the Results report file and the Collection details report files.

22.1.4 Errors report

A Comma Separated Values file download of the errors that occurred during the collection from the target. If no errors
occurred, the file is empty.

If the application is reporting errors with requests, creating objects, or parsing, check for correct permissions, check for
healthy connections, and check if the fileshare is working. If the setup is correct, start diagnosing errors.

22.1.4.1 Errors.csv

The report file lists one error per line. Each item is listed with an error ID alongside the message of the error that
caused the item failure. Per-item errors only occur in the download phase of the collection; if an error occurs before
(for example, if data is unavailable during our check) or after (for example, the worker cannot write the results.csv file
to the fileshare) then there will be no record in the errors.csv report.

22.1.4.2 Graph Error Codes

The Graph Error Codes category of error codes will occur if there is an issue with Graph when downloading an item.
For more information, see Microsoft's Graph Errors documentation. There are different error categories. Handle each
category error following instructions below. If the suggested resolutions don't fix the issue or if the code is not listed,
contact Relativity Support.

Transient
Transient errors appear in the report if the Microsoft Graph API has received too many requests in too short a time. If
these errors appear, then the collection is putting too much pressure on external services. Retry the collection later.

 activityLimitReached
e quotaLimitReached

+ serviceNotAvailable

Authentication
These errors deal with authentication of the Collect application. Check the Microsoft Azure application associated with
the collection source instance and ensure it has the proper permissions.

e accessDenied
¢ notAllowed
e unauthenticated

For more information, see Accessing Microsoft 365 tenants on page 60.
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Modification

Modification errors appear when data changes between discovery and download. For example, moving data would
cause a modification error. Restart the collection to resolve the error.

¢ jtemNotFound
¢ resourceModified
File

The Microsoft Graph API prevents Relativity from collecting items marked as malware. ltems marked as malware will
always error. Relativity doesn't collect these files. To download these items, you must download them manually.

 malwareDetected

The other error codes shouldn’t appear in Errors file, as they either deal with the uploading of data (which Collect
doesn't do) or they deal with a malformed request, which indicates a bug. If they appear, contact Relativity Support.

HTTP Errors

This error category occurs alongside Graph errors, as well as in a few other cases. For example, an HTTP error
occurs when a file stream doesn't download. If the suggested resolution does not fix the issue or if the code is not
listed, contact Relativity Support.

Of the HTTP error codes, here are examples of some that may appear:

» 400: Bad Request—the application requested a resource improperly. If this occurs, contact Relativity Support.

e 401: Unauthorized—the application doesn't have the proper permissions and the app key is correct.

e 403: Forbidden—the application doesn’t have the permissions and the app key is correct. These may also be
associated with attempting to download a file with malware (see malwareDetected).

e 404: Not Found—an item was moved between discovery and downloading. Restart the collection.

e 429: Too Many Requests— the application has received more requests than it can handle. Retry the col-
lection later.

« 504: Gateway Timeout—this is related to the stability of the tenant being collected from. Retry the collection
again later.

e 509: Bandwidth Limit Exceeded—the application cannot support the amount of bandwidth needed. Retry the
collection again later.

Other Errors

InvalidOperationException ("The item's downloaded hash does not match Microsoft's reported hash value.") — this
occurs if the downloaded item's hash identifier and Microsoft's hash identifier differs. This error usually indicates
something happened with the download that caused the data to become corrupted and can represent a transient
error. Retry running the collection.

ArgumentExceptions ("Non-file attached to...") - these exceptions occur when something other than a file is attached
to an event or message. Relativity does not collect these items.

There are messages indicating that there was an issue creating a VCard, MIME, or iCal object. These indicate that
there was an error translating Microsoft's response on these items into files, and are usually bugs in the Collection
application. contact Relativity Support.

There are messages indicating problems writing files to the file share. In this case, download went correctly, but there
is an issue with the Relativity File Share preventing the write. contact Relativity Support.

23 Status Summary

In Collect, you manage multiple collect jobs and you need to track all of them.
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23.1 Job status

The job status dashboard to see the statuses of collection jobs. You can drill into each job from this dashboard. Able to
look into the targets by custodian, data sources, or status to find out more about your collections. Focus on the
collected components with this dashboard.

Collections ~ Matters  Custodian Targets  Status Summary  Custodial Target Status  Non-Custodial Target Status  Collection Admin  Monitor
> Q Collection Summary - [# Add Widget | GCE Status Sum. ~ | [FListfeedback

~ Collection Detail::Job Status = ~ System Created On

167%

Grand Total

---------------

System Created On

+ Collected Items Size (GB)

Top 10 Grand Total

# Collection Detail Collection Detail:..  Number of Custo..  Number of items Collecteditems S..  Open Targets Complete Targets  Errored Targets
1 T OneDrive Complete 1 1197 0.04 0 1 0
2 % AlexsmallEmail4  Complete 1 65 .01 0 1 0

3 %oz New Cluster Test  Complete 1 1322 0.04 0 4 0

23.2 Reviewing job statuses

The job status dashboard is available after generating targets. To learn how to generate targets for a collection, see
Collection Summary on page 110. Once you generate targets, the dashboard organizes by collection jobs.

Status:

¢ Not started—the collection is set up, but hasn't been started.
o Started—the collection started and has not completed.
e Completed—the collection of the target completed without any errors.

e Completed with Errors—the collection of the target completed and had individual items that couldn't be col-
lected. For more information, see the Errors report on page 120.

e Error—the collection did not run successfully and couldn't collect from the target.

24 Target Status

The Target Status tab is a dashboard to see the statuses of collections. You can drill into each target from this
dashboard. Able to look into the targets by custodian, data sources, or status to find out more about your collections.
Focus on the collected components with this dashboard.
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25 Monitor

Monitor pending, running, and completed collect jobs in the Monitor tab. The Monitor page only tracks collect jobs from

the last 24-hour time range.

Queued—this column lists the created collect jobs that have not started.

¢ Running—this column lists collect jobs in progress and with their current progress displayed in a status bar.

e Completed—this column lists collect jobs completed successfully, completed with errors, the amount of data
collected, and the elapsed time.
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Proprietary Rights

This documentation (“Documentation”) and the software to which it relates (“Software”) belongs to Relativity ODA
LLC and/or Relativity’s third party software vendors. Relativity grants written license agreements which contain
restrictions. All parties accessing the Documentation or Software must: respect proprietary rights of Relativity and
third parties; comply with your organization’s license agreement, including but not limited to license restrictions on
use, copying, modifications, reverse engineering, and derivative products; and refrain from any misuse or
misappropriation of this Documentation or Software in whole or in part. The Software and Documentation is
protected by the Copyright Act of 1976, as amended, and the Software code is protected by the lllinois Trade
Secrets Act. Violations can involve substantial civil liabilities, exemplary damages, and criminal penalties,
including fines and possible imprisonment.

©2026. Relativity ODA LLC. All rights reserved. Relativity® is a registered trademark of Relativity ODA
LLC.
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26 Glossary

A

Admin
An Admin is a Relativity system administrator.

Agent
An Agent is a process manager or worker that runs in the background of Relativity to complete
jobs initiated by user actions.

Analytics

Analytics is a conceptual search engine that indexes files based on co-occurrences of words
and recognizes concepts among documents; Analytics is supported by the mathematically-
based latent semantic indexing (LSI) technology.

Analytics Categorization Set
An Analytics Categorization Set is a group of parameters used for gathering example doc-
uments that Analytics uses as the basis for identifying and grouping other conceptually-similar
documents.

Analytics Index
An Analytics Index is an index that organizes and assess the semantic content of large, diverse
and/or unknown sets of documents by searching for keywords and concepts and finding related
documents based on words, phrases, or entire documents.

Analytics Profile
An Analytics Profile is a group of parameters used for specifying an Analytics Index's dimen-
sions, concept noise words, dtSearch noise words, and filter configurations.

API
An API, or application programming interface, is a source code-based specification intended to
be used as an interface by software components to communicate with each other; Relativity
maintains an Import APl and Services API.

Append
Append, as found in Append Only or Append/Overlay, is an option in the Overwrite setting on
the Relativity Desktop Client that lets an admin to import only files whose control numbers do
not already exist in the target workspace.

Application
An Application is a customizable collection of Relativity objects that provides improved case and
matter management.
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Application Deployment System
The Application Deployment System (ADS) is a Relativity component used to develop and
implement custom solutions for improved case and matter management that lets an admin cre-
ate, install, and delete applications directly in the web interface.

Application Library
An Application Library is a repository from which an admin can select Relativity applications to
import into a workspace through the web interface.

Assemblies
Assemblies, also known as event handlers and syncs, are DLL files containing compiled source
code used to apply special rules to coding forms.

Assisted Review
Assisted Review is an application that uses Analytics categorization to teach Relativity how to
determine whether a document is responsive or non-responsive, as well as what issues apply to
that document so that the system can then determine how the rest of the documents in the data
set should be coded.

Associative Object
An Associative Object is an object type that an admin can link to another object type through a
single- or multiple-object field on the original object; the relationship can be one-to-many or
many-to-many.

Audit
An audit is a recorded action listed in the History tab and through the View Audit button on indi-
vidual objects.

B

Bandwidth Tester
The Bandwidth Tester is the tool inside Relativity's core reviewer interface used to test the capa-
city of a network connection.

Batch

A Batch is a group of documents assembled based on criteria that an admin sets and then
assigns to a reviewer for review.

Bates number
A Bates number is an incremental number that occurs on every page of every document of a pro-
duction set, as specified by an admin in the Begin Bates and End Bates fields on the Production
Set layout.

Branding
Branding is the application of redactions, headers, footers, and other modifications to a doc-
ument in a production.
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o

CaseMap
A CaseMap is a database solution for law firms practicing complex litigation that connects facts
and objects; the Send to CaseMap feature in Relativity lets an admin bulk-send items from a
workspace to this solution through a wizard.

Categorization
Categorization is a process of Relativity Analytics in which an admin can gather large groups of
documents based on a few examples that represent a single concept and centralize those doc-
uments in a Categorization Set.

Child object
A child object is an object that lives under, and inherits permissions from, a parent object.

Choice
A Choice is a value applied to a single or multi-choice list field that is used in coding fields to
allow reviewers to record decisions on a document.

Client
A Client is an object type associated with the User and Matter object types.

Clustering
Clustering is the process of using a Relativity Analytics index to identify conceptual groups
within an entire workspace or sub-set of data.

Command Line
A Command Line is an interface or dialog between the user and a program, or between two pro-
grams, where a line of text (a command line) is passed between the two; an admin can use the
Windows Command Line to import documents into Relativity, which allows for automation of
document importing along with other parts of processing and integration.

Compare
Compare is a system field (Relativity Compare) that compares the extracted text of two spe-
cified documents.

Concept searching
Concept searching is the logic that drives Relativity Analytics by allowing a user to find inform-
ation without a precisely phrased query but instead by applying a block of text against the data-
base to find documents of similar conceptual content.

Configuration table
The configuration table is a database table that contains settings and defaults values that cor-
respond to functions inside Relativity.
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Conversation Index
Conversation Index is an indentation method for a view with a visualization type of Indented List
in Relativity where an admin can display conversation threads in a document view; also per-
taining to Conversation Index Parsing, which is a transform handler that parses the Microsoft
Exchange field Conversation Index to use the related items functionality in Relativity.

Core Reviewer Interface
The Core Reviewer Interface is the area in Relativity containing the viewer, Related Iltems pane,
persistent highlight sets tree, and layouts in which the reviewer codes documents and applies
redactions and markups.

D

Deduplication
Deduplication is a setting in the Processing object that, when enabled, removes duplicate files
from the processing set data on either a global or custodial basis, depending on an admin's
selection.

DeNIST
DeNIST is a setting in the Processing object that, when enabled. separates and removes files
found on the National Institute of Standards and Technology (NIST) list from the data an admin
plans to process so that those files don't make it into Relativity when the admin publishes a pro-
cessing set.

Dependencies
Dependencies are the child and associative object relationships that an admin must delete
when attempting to remove an object that has children and/or associative objects through the
Delete Object Dependencies function.

Discover Files
Discover Files is the phase of processing in which an admin can retrieve deeper levels of
metadata not accessible during the previous phase (Inventory) and prepare that metadata for
publishing to a workspace.

Document
A Document is a record within a workspace and an available Object Type for an admin creating
a View.

Domain Parsing
Domain Parsing is a transform handler that extracts email domains from email addresses in a
document.

dtSearch
dtSearch is a search index option a user can perform proximity searches, stemming, and other
advanced keyword searching options.
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Email threading
Email threading is an option for displaying email chains with indentation in a view in Relativity.

Errors
Errors is a tab available from Home that lists all errors that have occurred throughout the Relativ-
ity environment.

Event Handler
An Event Handler is an assembly that helps facilitate the completion of document review and
various other functions in Relativity by applying custom business logic to corresponding user
actions.

Extracted Text
Extracted Text is document metadata removed during file processing and placed in a separate
file, which is then loaded into Relativity as part of a larger load file and contained in the Extrac-
ted Text field.

F

F1
F1 is a measure of the harmonic mean, or the weighted average of precision and recall, that
Relativity Assisted Review uses to gauge the accuracy of its results and includes in several
reports.

Fact Manager
Fact Manager is an application where an admin can organize and analyze case details such as
facts, issues, organizations, people, interview questions and documents, which then helps
identify strengths and weaknesses in litigation strategy, and leads to better preparation for
depositions, interviews, and trial.

Favorites
Favorites is a feature on the greetings menu in which a user can bookmark their most visited
areas of Relativity so that they can easily navigate to those areas after logging in, thus limiting
the number of required clicks.

Field
A Field is used to store Document metadata and coding values within Relativity.

File Repository
A File Repository is a Relativity-accessible data structure stored on a server that contains files
and directories associated with a workspace.

Filtering
Filtering is a way to search for a specific single item or group of items within a list in Relativity.
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Finalization set
A Finalization set is a snapshot of a project Universe at a given time where the categorization
values for documents in the universe are preserved from further changes by being copied to a
separate database field. During Finalization the categorization values are prepended with a Fin-
alization Set prefix to indicate their distinction from other Finalization Sets which may be cre-

ated.

Folder
A Folder is a container of documents in Relativity that are arranged in a hierarchy in the folder
browser.

G

Group
A Group is a basic Relativity object with which one or more users is associated and in which an
admin determines those users' permissions on a workspace-by-workspace basis.

H

Handler
A Handler is a set of rules used by a transform set to identify relevant content in a field.

History
History is a tab containing audit records that track the actions performed by admins and review-
ers throughout the workspace.

HTML alert
An HTML alert is a custom message that appears when a reviewer opens a document in the
core reviewer interface.

|

Imaging
Imaging is the process of converting a group of documents to images in Relativity using imaging
profiles and sets.

Import API

The Import API is an extensibility tool used to import processed data such as documents and
metadata into Relativity without the need for the Relativity Desktop Client or a load file.

Indented List
An Indented List is an option for displaying levels within an email relationship, such as a in a con-
versation thread, which allows for easier understanding of the order of information in the family.
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Inline Tagging
Inline tagging is a feature where a reviewer can tag sections of text within a transcript that are
then available to reference through hyperlinks.

Inventory Files
Inventory Files is the phase of processing in which an admin can eliminate irrelevant raw data
from the discover process through a variety of preliminary filters that exclude certain file types,
file locations, file sizes, NIST files, date ranges, and sender domains.

K

Keyboard Shortcuts
Keyboard Shortcuts are combinations of two or more keys that, when pressed, perform a task
that would typically require a mouse.

Keyword expansion
Keyword expansion is a searching method within Anlaytics for finding how different language is
used to express identical or conceptually similar concepts and terms in an index.

L

Latency
Latency is the total time for a network packet to travel from the application on one server,
through the network adapter, over the wire, through the second adapter, and into an application
on another server; an admin can execute a latency test in Relativity through the bandwidth
tester.

Layout

A Layout is a web-based coding forms that gives reviewers access to view and edit document
fields and complete specific review tasks.

License Key
A License Key is a string of characters used to install a product, as found in the Apply License
Key option in the License Console in Relativity.

List Properties
List Properties are a heading on the field form where an admin can control how an item displays
in aview.

Lists
Lists are an option in Relativity for saving a group of items without having to specify the types of
conditions required for a saved search, which means they remain constant unless someone
replaces them with an existing list.
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Load Balancing
Load Balancing is the process of distributing a workload across multiple web servers, as found
in the Enable User Load Balancing setting in the Servers tab in Relativity.

Load File
A Load file is the file used to import data into a workspace through the Relativity Desktop Client.

Markup
Markups are highlights and redactions a reviewer adds to documents in the Relativity image
viewer.

Markup Set
A Markup Set is a securable sets of annotations and redactions available to reviewers for apply-
ing text redactions to documents in the viewer.

Mass Operations
Mass Operations are single actions performed on multiple documents or objects at the same
time, such as mass edit, move delete, produce, replace, image, printimage, send to CaseMap
export file, cluster, and process transcripts.

Matter
Matters are basic Relativity objects associated with one or more workspaces, to which Clients
are then associated (mirroring the billing structure of most law firms); matters are used to define
different cases, disputes, or consulting instances that a firm may encounter with a client.

MotD
MotD is the message of the day displayed to all users when they log in to Relativity.

Move (Mass Operation)
Move is a mass operation an admin can use to move multiple documents to a new folder with

one action.

N

Native File
A Native File is a file format native to a program that other programs may not recognize. Native
File pertains to the Native File Behavior setting on the Relativity Desktop Client, which an admin
can use to import a load file into a workspace.

Native Type

A Native Type is a Relativity-supported file type that an admin can import and image; Native
Type pertains to the Native Types tab and list, which an admin references when selecting file
types to restrict from imaging.
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Nested
Nested is a term used when referencing Relativity tabs that appear under a parent tab.

Network Connection
A Network Connection is an association that a network layer establishes between two users so
they can transfer data.

o

Object
An Object is a workspace item that stores information and can connect to other workspace
objects.

Object-Level Permissions
Object-Level Permissions are per group security rights to view, edit, delete, add, and edit secur-
ity for Relativity objects such as fields, tabs, workspaces, and layouts. Security rights work
jointly with tab visibility or browser permission.

OCR
OCRis an industry acronym for Optical Character Recognition, a Relativity feature that uses pat-
tern recognition to identify individual text characters on a page—such as letters, numbers, punc-
tuation marks, spaces, and ends of lines—and translates text in images, such as scanned and
redacted documents, into actual text characters.

Overlay
An Overlay is a setting in the Relativity Desktop Client that replaces existing documents in
Relativity with new import files whose control numbers already exist in the target workspace.

Override Production Restrictions
Override Production Restrictions is a permission that lets an admin override the setting in the
production restrictions option on the workspace details page and produce documents that con-
tain conflicts defined by these restrictions.

Overturn
An Overturn is a document that was coded one way in one finished round and then coded
another way in a subsequent finished round.

Overwrite
Overwrite is a setting in the Relativity Desktop Client that erases existing documents in Relativ-
ity and replaces them with new import files.

P

Persistent Highlight Set
A Persistent Highlight Set is a reusable, transferable set of persistent highlight specifications a
reviewer can select in the Viewer to assist in document review.
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Picker
A Picker is a pop-up dialog where an admin can select objects and values when creating fields,
filtering, setting up saved searches, and setting other configurations in a Relativity workspace.

Pivot
A Pivot is a Relativity feature an admin can use to quickly analyze case data to identify trends
and patterns in a case by summarizing data in tables and charts to simplify analysis.

Process Transcripts
Process Transcripts is a mass operation that reads an ASCI| text file, identifies page breaks,
and parses out the transcript content into a hyperlinked word index for fast searching.

Processing
Processing is a Relativity feature used by an admin to ingest raw data directly into a workspace
for eventual search and review without the need for an external tool.

Produce
Produce is a Processing term used when preparing documents, electronically stored data, and
other tangible items for submission to a party during the discovery phase of litigation.

Production Set
A Production Set is a saved set of parameters that Relativity uses when running a production. A
Production set includes a markup set for redactions, document numbering, image placeholder,
branding, and other settings.

Propagation
Propagation is a setting that automatically forces a coding value to a specified group of related
items such as duplicates, family, similar documents, etc. during document review.

Publish Files
Publish Files is the final stage of processing, in which an admin can load processed data into
the environment so reviewers can access the files.

Q

Queue
A Queue is an area of Relativity that stores jobs that have already been created and are in some
stage of being completed, whether their status is pending, waiting, processing, stopped due to
error, or completed.

R

RDC
RDC is the Relativity Desktop Client, which an admin uses to import a document load, image,
and production files to Relativity and to export production sets, saved searches, and folders, as
well as to both import and export custom Relativity applications and object information.
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Redirection Attempts
Redirection Attempts is the number of times a user is unable to redirect to the URL provided.

Redistributable
Redistributables are software packages that can be redistributed by a third party as part of its
own software. For example, Microsoft Visual C++ 2010 Redistirbutable, which is required to
operate certain versions of Relativity.

Related Items
Related Items are documents deemed relational based on their similar content and grouped
together into duplicates and email families. Related ltems are accessible via the related items
pane in the core reviewer interface.

Relativity Binders
Relativity Binders is an iPad application where users can securely view evidence and prepare
narratives on their iPads. With this app, users can view, annotate, and organize documents
from Relativity. The app synchronizes and saves the user's annotation information in Relativity.

Relativity Binders Admin
Relativity Binders Admin is an application where users can generate PDFs from a set of doc-
uments in Relativity and then provide those PDFs as a "binder" for Relativity Binders iPad app
users.

Relativity Dynamic Object
A Relativity Dynamic Obiject is an object that an admin can customize and link to documents
and to each other to create powerful custom applications.

Repeated Content Filter
A Repeated Content Filter is an object under the Analytics tab that removes text that doesn't
contribute to the conceptual content of a document, such as confidentiality footers or standard
boilerplates, which then prevents the Analytics engine from discovering unwanted term cor-
relations.

Replace (mass operation)
Replace is a mass operation that an admin can use to replace existing field text with new con-
tent.

Resource Files
Resource Files is a Relativity feature in which an admin can upload files or assemblies with cus-
tom code for use in applications and provide custom functionality for a Dynamic Object or other
features.

Resource Pool
Resource Pool is a set of servers (agent and SQL) and file repositories associated with a work-
space based on litigation matter, location, or other categories.
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Review Manager
Review Manager is an application where admins can generate forecasts, insights, and optim-
izations to help track the time and cost of review and provides graphical reports of key review
metrics help streamline workflow and implement best practices.

Round
A Round is a set of documents that are categorized by Assisted Review and checked by a
reviewer for accuracy.

S

Sample set
A Sample set is the group of documents produced by Assisted Review to be submitted to review-
ers as a means of training the system. A Sample Set is randomly created by Assisted Review.
The number of documents in the Sample Set is determined by the overall size of the Data Set, in
conjunction with one of the following sampling types: statistical sampling, percentage sampling,
or fixed sample size.

Saved Search
A Saved Search is a saved set of admin-defined criteria with custom queries and unique views
used to return the latest documents that meet the defined criteria.

Script
A Scriptis a SQL-based command that admins can use to customize and augment Relativity
functionality. Scripts are deployed with Relativity and reside in the Relativity script library.

Search Index
A Search Index is an admin-defined set of specifications to facilitate a search across content
and isolate individual terms within individual documents.

Search Terms Report
A Search Terms Report is a Relativity feature where an admin can enter a list of terms or
phrases and generate a report listing those words' frequencies in a set of documents.

Servers
Servers is a tab available from Home in which an admin can add new resource servers, includ-
ing Analytics and processing servers, to the environment and view a list of the various servers
currently in use in the environment.

Services API
Services APl is a set of web services used to programmatically create, read, update, delete, and
query some of the most commonly used Relativity object/artifact types.

Similar document detection
Similar document detection is a feature within Analytics that identifies groups of highly related
documents based on conceptual similarity and displays them as related items in Relativity.
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Skip
Skip is a feature that accelerates document review by advancing a reviewer to the next doc-
ument in the queue that meets the condition of the view when propagation is enabled.

SQL Server
SQL Server is a relational database management system and relates to the SQL Server setting
on the resource pool layout, to which an admin can add the name of a an SQL Server available
on the network.

Structured Data Analytics
Structured Data Analytics is an operation within Analytics that analyzes text to identify the sim-
ilarities and differences between the documents in a set so that users can quickly assess and
organize a large, unfamiliar set of documents. Using Structured Data Analytics can shorten
review time, improve coding consistency, optimize batch set creation, and improve Analytics
indexes.

Summary Report
A Summary Report is an aggregate tally of field values that an admin can run from the Summary
Reports tab.

System admin
A system admin is a Relativity admin with rights to view every item within a Relativity envir-
onment, including access to all admin tabs from Home, an admin can create and edit new cli-
ents, matters, users, groups, and views, among other features.

System Objects
System Objects are system components such as fields, views, layouts, and groups that are
intrinsic to Relativity and can't be modified or removed.

T

Tab
A Tab is an interface component that gives the admin or reviewer access to an assortment of
Relativity functionality.

Tally/Sum/Average
Tally/Sum/Average is a mass operation to tally, sum, or average the values of fixed-length text,
choice, user, and number field types associated with documents and objects. This feature is
used to determine the number of pages in a print job or production.

Textual near duplicate
Textual near duplicate is an option within Structured Data Analytics that identifies records in
which most of the text appears in other records in the group and in the same order. This option
returns a percentage value indicating the level of similarity between documents.
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Transcript
A Transcript is a document version of an attorneys’ dictation made during litigation.

Transform Set
A Transform Set is a Relativity feature that uses handlers to analyze and extract the contents of
one field and copy them to another.

U

URL
A URL, or Uniform Resource Locator, is a web address that pertains to a field on the servers lay-
out, the WebService URL field on the Relativity Desktop Client, the Download Handler URL field
on the workspace layout, and the Relativity Analytics Server field on the Analytics Index.

User
A User is an individual with access to the Relativity environment.

Utilities
Utilities are settings in Relativity that allow an admin to manage system keyboard shortcuts,
download the Relativity Desktop Client and the viewer installation kit, and view users' personal
items.

\")

View
A View is a customizable list of items in Relativity from which a user can sort and filter to locate
specific items.

Viewer
The Viewer is the area of the core reviewer interface in which document review takes place. It
displays loaded forms of documents from the workspace and provides options for controlling the
mode in which those documents display. Reviewers can apply markups, redactions, and per-
sistent highlights to documents in the viewer.

w

Web API
A Web APl is a defined set of HTTP request messages along with a definition of the structure of
response messages; Web API pertains to one type of server displayed on the Servers tab and
available to associate with a resource pool.

Web Server

A Web Server is a server that delivers content to Relativity to make it accessible through the
Internet; Web server pertains to the servers displayed on the Servers tab that are available to
associate with a resource pool.
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Workspace
A Workspace is a securable document repository used to facilitate productions, witness testi-
mony, and other documents in which admins and reviewers conduct searches for relevant
material and set up Views to organize that material.

Workstation
Workstation is a general term for the platform that hosts the software, hardware and utilities
required to operate Relativity.

X

XML
XML is a markup language that defines a set of rules for encoding documents in a format read-
able by both humans and machines.
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